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Modules description

Didactic activities Individual
No. | Code DISCIPLINES C S L P Total o ECTS
1. | MS-01| Common Security and Defence Policy 14 28 0 0 42 42 3
2. | MS-02| Integrated Weapon Systems 14 0 28 0 42 42 3
3. | BE-01 | Applied Informatics 14 0 28 0 42 42 3
4. | BE-02 | Applied Automation for Engineering Systems 14 0 28 0 42 42 3
5. | _EI-01 | A. Signal Processing
MA-01| B. Mechanics and Materials Science 14 0 28 0 42 42 3
6. | EI-02 | A. Programming Languages
MA-02 | B. Flight Dynamics 14 0 28 0 42 42 3
7. EI-03 | A. Computer Networks
MA-03| B. Propulsion Systems 14 0 28 0 42 42 3
3 EI-04 | A. Microcontrollers
' B. Computer-Aided Design and Numerical 14 0 28 0 42 42 3
MA-04 .
Analysis
9. Proj | Interdisciplinary Scientific Project 0 0 0 84 84 84 6
10. | ICom | Intercultural and Scientific Communication™ 14 28 0 0 42 42 3
11 | Sport | Physical Education and Sports* 0 0 28 0 28 28 2
TOTAL 126 | 56 | 224 | 84 490 490 35
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Common Module .
. Implementation Group
B Common Security boc.:  16/2013/07

European Security and Defence Policy Date: 29-11-2015
and Rieforea:Col legp Module Description Origin: ESDC SECRETARIAT

Country Institution Module ECTS

- Implementation Common Security and 3.0
Group Defence Policy (CSDP)

Minimum Qualification for Lecturers
Officers:

All o English: Common European Framework of Reference for Languages (CEFR)
Level B2 or NATO STANAG Level 3,

o Relevant expertise on CSDP,
o International experience.
Civilians:
o English: Common European Framework of Reference for Languages (CEFR)
English Level B2 or NATO STANAG Level 3,
o Expertise on relevant topics,
o Relevant academic publications.

Service

Language

SQF Competence area - International Security/Diplomacy Actor

MILOF

Learning area - International organisations
e Organisation level - Single Arm/Branch

Prerequisites for international participants

¢ English: Common European Framework of Aim of the Module
Reference for Languages (CEFR) Level B1 or To know the role of different international
NATO STANAG Level 2. organisations with implications for security,
e Atleast 2 years of national (military) education. defence, and conflict management by

« Basic knowledge of International Politics and revealing the interdependencies among
Relations, EU, CFSP, CSDP. It could be obtained [EISIEUSUENSIE IR EUECHS
via ESDC Internet Distance Learning.

e Explain the international relations theory

Know- o Express interdependencies among international governmental and non-
ledge governmental organisations, independent agencies and strategic partners
around the world.

e Contextualise the military instruments within the national and global security

Skills environment in an unpredictable international environment

o Take decisions and implement relevant actions necessary to promote an
R&A environment conducive to promoting the objectives and principles of
international cooperation.
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Evaluation of learning outcomes

e Observation: Throughout the seminar officer students are to be observed and evaluated on their
understanding to allow for remedial action if need be.

o Discussion: Throughout the seminar officer students are to discuss given topics in syndicates
and in the plenary to allow for reflexions and in-depth understanding.

o Test: Written tests during the e-learning phase and at the (beginning) end of the Module.
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Common Module .
. Implementation Group
£ ] Common Security
European Security d Def Poli Doc.: 1G/2013/07
and Defence College and betence *olicy Date : = 29-11-2015
g Module Description Origin: ESDC SECRETARIAT
Module Details
. Resi- E- .
[ERE dential |learning PEEHD
History .
The European * Y e Achievements
Union 4 4 . Iqstltutlonal framework. e CFSP
o Pillar structures
e Structures e Decision-making process
. e CSDP and the Lisbon Treaty
CSbP 5 “ ° (E:qrgpean Security tStrategy Europeanisation of officer
¢ Crisis managemen training
EU missions e Comprehensive approach » Berlint agreement
. 4 3 .
and operations e Capabilities e Lessons learned
e UN
EU and « NATO * ASEAN
¢ 3 - OSCE ¢ Regional aspects and
partners ° neighbourhood policy
o AU
nglzontal 4 3 ¢ human rights e legal aspects
Issues e gender issues
e Permanent Structured Cooperation (PESCO)
e European Defence Fund (EDF)
Refrﬁtri’;tcii/ iDP 4 - |e Military Planning and Conduct Capability (CPCC)
e Coordinated Annual Review on Defence (CARD)
e European Intervention Initiative (EI2)
e The changing scenario (multipolarism, unipolarism, bipolarism, non
Future polarism)
develop- 4 - e The new regionalism as a reaction to declining hegemony of
ments superpowers
e EU strategic interest in the 21st Century
A minimum of AKUs is part of the regular CM and is required in order
to have a minimum of common knowledge before the residential
Total lectures phase. In addition, in case of a 3 ECTS CSDP CM Version it is
and e-learning 28 14 required 1/3 of lectures is via e-learning. In both cases the selection of
lessons e-learning topics is up to the Course Director mainly by using the e-
learning materials available on the ESDC platform or provided by the
institute.
e Preparation for the upcoming lessons and for exam(s).
Self-Studies 28 14 e Reflection of the topics issued.
e E-learning (ESDC Platform) self-studies is also counted.

The total amount of hours depends on the selected version (2 or 3
56 28 ECTS) and it is up to the course director according to national law or
home institution’s rules.

The Course Director is invited to integrate in the module some
syndicate works in order to emphasize the team working.

2 ECTS | 1ECTS
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Common Module

. Implementation Group
] Common Security _
European Securit . Doc.: 1G/2013/07
P y and Defence Policy Date: 29-11-2015

and Defence College

Module Description Origin: ESDC SECRETARIAT
ASEAN Association of South-East Asian Nations
AKU Autonomous Knowledge Unit
AU African Union
CeEFR ... Common European Framework of Reference for Languages
CFSP Common Foreign and Security Policy
CM Common Module
csopP Common Security and Defence Policy
Ects___... ... European Credit Transfer and Accumulation System
B S European Security Strategy
BU European Union
BUGS European Union Global Strategy
NATO North Atlantic Treaty Organization
ST AN A G Standardization Agreement
UN United Nations
wH_ Working Hour
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Erasmus+

m @\“‘“" S:w”% Implementation Group
S:Tpia % | Doc.: EuCTSds/ MS-02

European Security Inteil/iatdedl“gapop ?ystems {1\‘(@ 2 | Date: 1111 2026

and Defence College odule Lescription % & | origin:  ROMTA
i . mmon Modul
Countries European Technical Semester for Defence Common Module
and Security Integrated Weapon
LoD-13 Systems
Service

Minimum Qualification of Instructors

Technical/ | e Officers or civilian Lecturers:
ALL

o English: Common European Framework of Reference for Languages (CEFR) Level B2 or
min. NATO STANAG 6001 Level 3.

o Teaching experience related to the topicp

English o International experience.

o Relevant academic publications.

e Competence area - Military technician

Language

SQF
MIgOF e Learning area - Employment of weapon/operating platform/systems

e Organisation level — Single Arm/Branch / Single Service

Prerequisites for international participants

e English: Common European Framework of Goal of the Module
Reference for Languages (CEFR) Level Bl
or NATO STANAG Level 2. e Basic concepts of integrated weapon systems and
e At least 1 year of national (military) higher military technology for defence and security.
education. Integration, exploitation and analysis of the

e Basic knowledge of technical systems for integrated weapon systems and military technology
security and defence for defence and security.

e Security clearance: Unclassified
information

e Describe the basic concept related to the mission configurations related to the
Know- technical systems.

ledge e Identify and explain the main characteristics of armament, ammunition systems

wn
QE" and military technology and damage mechanisms.
3 e Apply the weaponeering methods to elaborate a mission configuration.
S . .
o Skills e Design scenarios based on integrated weapon systems and military technology
Eﬂ for defence and security to underline how the topics treated in the course are used
E within engineering activity.
2 Respon e Assess the target vulnerability and analyse the effectiveness of selected weapon
sibili tl; and systems for specific targets subjects.
autonomy e Compare different scenarios based integrated weapon systems and military

technology for defence and security.

Verification of learning outcomes:

e Observation during sessions (20%): The instructor assesses each student’s understanding of integrated
weapon systems and military technology through oral questions and short application tasks.
Minimum performance standard. The student correctly identifies the main characteristics of the armament
and ammunition discussed in a given example and explains how at least one of those characteristics
influences system effectiveness.
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Erasmus+

m @“‘““ S:’””@% Implementation Group
. Integrated Weapon Systems £JeW, % | Doc:  EuCTSds/MS-02

European Security %\/I dule D pri tiyn g\‘\f;@ 2 | Date: 1111 2026

and Defence College odule Lescriptio % & | origin:  ROMTA

e Team project and oral defence (40%): The assessment covers the team’s project report and each
student’s individual contribution, verified during the oral defence.
Minimum performance standard. The team presents a system configuration for a given instructional
scenario, compares it with at least one alternative and justifies its choice against the stated requirements.
During the defence, each student explains their contribution and identifies at least one assumption and one
limitation that affect the team’s assessment of system effectiveness.

e Final individual test (40%): The test assesses the theoretical learning outcomes. The theoretical
component may be delivered through e-learning, with formative self-assessment after each lesson.
Minimum performance standard. Given a short case, the student correctly distinguishes between the
characteristics of armament and ammunition, the mechanisms of damage and target vulnerability, and
explains how these factors relate to the assessment of system effectiveness.

Module details

Main Topic Recorilvnll_lended Details
Mission Management of the modern battl.eﬁeld by the commande.r.
configurations/Military Transfer .of knowledge and skills related to thei basic
. 6 technologies used on the battlefield by developed countries. The
Leadership related to

goal is to develop military management and leadership skills.

technical systems Lecture (2h); Applications (4h).

Security and defence Transfer of knowledge in technical systems characterising
technical systems modern military operations in the field. The substantive scope
characteristics (satellites, of education includes satellites, radar systems, electronic
radar systems, electronic, 6 communication and IT systems, aircraft, helicopters, UAVs.
communication and IT The aim is to provide knowledge about the practical aspects of
systems, aircraft, the discussed technical systems in the context of the modern
helicopters, UAVs, etc) battlefield. Lecture (2h); Applications (4h).
Characteristics of combat vehicles. The goal is to provide
Combat vehicles 6 knowledge about selected types of technical systems, taking
Characteristics into account their specifications and the scale of destruction

Lecture (2h); Applications (4h).

Characteristics of selected armaments and ammunition, taking
into account the impact of these armaments and ammunition on
selected targets. Description of the destruction process resulting
6 from the use of different types of weapons and ammunition. The
goal is to provide knowledge about selected types of
ammunition and weapons, taking into account their
specifications and the scale of destruction. Lecture (2h);
Applications (4h).

Armament and Ammunition Systems characteristics including
the modern battlefield conditions. Description of using selected
armament and ammunition systems during military operations

Armament and Ammunition
System Characteristics and
Damage Mechanisms

Armament and Ammunition in specific climatic conditions. Characteristics of selected blast
Systems. Blast and 6 and ballistics technologies due to the modern battlefield
Ballistics/Explosive conditions. The goal is to provide knowledge of specification of
Engineering selected armament ammunition systems. Lecture (2h);
Applications (4h).
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Integrated Weapon Systems
Module Description
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Implementation Group
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Transfer of knowledge in the field of target vulnerability
assessment, weapon selection and effectiveness evaluation of
selected weapon systems for specific targets. The substantive
scope of the subject of education includes selected weapon
systems for specific targets (Weaponizing). The aim is to provide
knowledge about these weapons including technical aspects of
using these items in specific conditions of modern battlefield.
Lecture (2h); Applications (4h).

Characteristics of selected aircraft armament&missiles
technology as well as army armament and ordnance.

Target vulnerability
assessment, weapon
selection and effectiveness

evaluation of selected 6
weapon systems for specific
targets (Weaponeering)

Aircraft armament&missiles Description of the methodology of using selected technologies
technology & army 6 due to modern battlefield conditions. The goal is to provide
armament and ordnance knowledge  of  specification of  selected  aircraft

armament&missiles  technologies and army armament.
Lecture (2h); Applications (4h).

Total WH 14 28

Additional hours (WH) to increase the learning outcomes

Enhancing knowledge by studying specific documents.
Preparation for the group project.

Teamwork for the group project.

Those hours comprise students' work in laboratories and
exercises to improve skills and consolidate knowledge.

Self-Studies and syndicate
work

42

Total WH
CEFR Common European Framework of Reference for Languages
B, B CEFR Levels
ECTS European Credit Transfer and Accumulation System
WH Working Hour
LoD Line of Development
MILOF Military Officer Profession
SOF Sectoral Qualifications Framework
ST AN AG Standardization Agreement
NATO North Atlantic Treaty Organization
T Information Technology
VAV Unmanned Aerial Vehicle
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Erasmus+

m @“‘“" S:P’["%»% Implementation Group
) Applied Informati SxEael s Doc.: EuCTSds/ BE-01
European Security N?pd eldD orn » cs 3 ‘.\5@ 2 | Date: 1111 2026
and Defence College odule Lescription % & | Origin:  ROMTA
Countries European Common Technical Semester for Common Module
LoD-13 Defence and Security Applied Informatics
Service

Minimum Qualification of Instructors

Technical/ | e Officers or civilian Lecturers:
ALL

o English: Common European Framework of Reference for Languages (CEFR) Level B2 or
min. NATO STANAG 6001 Level 3.

o Teaching experience related to the topic

English o International experience.

o Relevant academic publications.

Language

Prerequisites for international participants

e English: Common European Framework of
Reference for Languages (CEFR) Level Bl Goal of the Module
or NATO STANAG Level 2.

. . . Basic concepts of programming language techniques
e At least 1 year of national (military) higher . e o TeTe d

for defence and security technology applications.

education. i o
e Basic knowledge of technical systems for Computer-based ploblem—solvmg methods applied in
. defence and security technology systems.
security and defence =
e Security clearance: Unclassified
information

e Demonstrate understanding of fundamental programming language concepts

Know- relevant to defence and security technology.

ledge e Identify and explain basic algorithms and programming techniques used in defence
and security system applications.

e Design, develop, and debug simple programs to model and simulate defence and
. security-related scenarios.

Skills . . . .

e Apply appropriate algorithms and programming methods to solve practical
problems in defence and security technology.

Respon- e Evaluate and improve software performance in defence and security contexts.

sibility and | e Analyse and check the correctness and quality of the algorithms and computer
autonomy codes.
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Verification of learning outcomes:

e Observation during sessions (20%). The instructor assesses each student’s understanding of
programming concepts and basic algorithms through oral questions and short practical tasks.
Minimum performance standard. Given a short MATLAB script, the student correctly identifies its inputs
and outputs, explains the role of a loop or function and predicts the result for a specified input.

e Team project and oral defence (40%). The assessment covers the team’s computational model, its

implementation and the documentation of its results. Each student’s contribution is assessed individually
during the oral defence.
Minimum performance standard. The team implements a working model in MATLAB or Simulink,
specifies the inputs and initial conditions, and checks at least one result against a reference solution or an
expected trend. During the defence, each student explains their contribution, justifies one modelling or
programming choice and identifies one limitation of the model or its implementation.

¢ Final individual test (40%). The test assesses programming concepts, algorithm design and numerical
methods for solving ordinary differential equations. The theoretical content may be delivered through e-
learning, with formative self-assessment after each lesson.
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m @“‘““ S:’””% Implementation Group
. Applied Informatics Fi [t % | Doc:  EuCTSds/BE-O1

European Security N?pd e D . g\‘\f;@ 2 | Date: 1111 2026

and Defence College odule Lescription % & | origin:  ROMTA

Minimum performance standard. Given a short numerical modelling task, the student identifies an error in
the supplied algorithm or code, proposes a valid correction and explains how the corrected procedure
advances the solution from the stated initial conditions.

Module details

Recommended
WH

Main Topic Details

Lecture (2h):
- Data types. The concept of variables and declarations in

Basic of programming programming languages.
languages - Functions and libraries. User-defined functions.

Applications (2h):

- Mathematical operations with arrays, vectors, and matrices.
Lecture (2h):

- Concept, classification, and methods of description of
algorithms. Controlling the flow of information in the
algorithm.

- Principle of recursive processing and constructing an
Algorithmization ~ of  data algorithm: main segment and subroutines.

processing tasks Applications (2h):

- Iterative algorithms: Iterative algorithms: Program loop:
loops with and without a counter. Iterative processing
principle. Checking the correctness of the algorithm: tree of
consecutive calls and returns, using the stack properties.

Lecture (2h):

- Plotting in two dimensions and three dimensions.
Graphical representation of 4
data Applications (2h):
- GUI design.

Lecture (4h):
- Initial value problem. Runge-Kutta method.
Numerical  Integration  of - Solving ODE with MATLAB.

Ordinary Differential Equations 12 Applications (8h):

with MATLAB - Solving a second order ODE.

- Modelling of Bullet Trajectory.

Lecture (2h):
- Solving ODE with SIMULINK.

Numerical Integration  of - Solving a second order ODE.
Ordinary Differential Equations 10

with SIMULINK Applications (8h)
- Modelling of Bullet Trajectory.

Lecture (2h):

) ) - Structural analysis with MATLAB.
Using  specific  MATLAB 3 L
toolboxes Applications (6h):

- Structural analysis with MATLAB.

Page 2 of 3
Created by COL (AF) Prof. Eng. Cristian-Emil MOLDOVEANU - EuCTSds project consortium,_ ___ 17 02 2022
Revised by IG/LOD 3 04 06 2025
Revised by COL (AF) Prof. Eng. Cristian-Emil MOLDOVEANU - EuCTSds project consortium,______ . 11 11 2026
(v KT Co-funded by the
E}:‘ PROJECT NO 2020-1-RO01-KA203-080375 * * Erasmus+ Programme
Az , e ** *t 3
T A * of the European Union




Erasmus+

m @“‘““ S:P’["%»% Implementation Group
. Applied Informatics S [piwl % | Doc.: EuCTSds/ BE-01
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Total WH 14 28

Additional hours (WH) to increase the learning outcomes

Enhancing knowledge by studying specific documents.
Preparation for the group project.

Teamwork for the group project.

Those hours comprise students' work in laboratories and
exercises to improve skills and consolidate knowledge

Self-Studies and syndicate

work 42

Total WH

CEFR Common European Framework of Reference for Languages
B, B CEFR Levels
ECTS European Credit Transfer and Accumulation System
WH Working Hour
LoD Line of Development
MILOF Military Officer Profession
SQF Sectoral Qualifications Framework
ST AN AG Standardization Agreement
NATO North Atlantic Treaty Organization
GUI Graphical User Interface
ODE Ordinary Differential Equations
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Module Description

i Modul
Countries European Common Technical Semester for C(?mmon Odlf ©
Def. ds . Applied Automation of
LoD-13 efence and Security . .
Engineering Systems
Service

Minimum Qualification of Instructors

Technical/ | e Officers or civilian Lecturers:
ALL o English: Common European Framework of Reference for Languages (CEFR) Level B2 or
min. NATO STANAG 6001 Level 3.

o Teaching experience related to the topic

English o International experience.

o Relevant academic publications.

Language

Prerequisites for international participants

e English: Common European Framework of Goal of the Module
Reference for Languages (CEFR) Level B Mathematical analysis of linear control systems,
or NATO STANAG Level 2. o - . .
. . . stability assessments, control quality, synthesis methods
e At least 1 year of national (military) higher ] 5 . ] : :
ducati and correction of automation systems' dynamic applied
education.

; ) in robotic systems.
e Basic knowledge of technical systems for

security and defence
e Security clearance: Unclassified
information

Practical matters regarding control and robotics
systems.

e Explain the main concepts of automation and control theory applied in engineering
Know- systems.

ledge e Identify the main methods for modelling robotic stations, for programming robots
and designing and controlling them.

e Measure the properties of control systems and robots, conducting time and
. frequency analysis.

Skills . . . . . .

e Design, model and simulate practical control systems and robotic stations, using
engineering programming software (environments).

Respon- e Analyse the control systems and robotics devices in manufacturing processes.

sibility and | e Estimate the need and goal of using automation and robotics systems in practical
autonomy applications.
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Verification of learning outcomes:

e Observation during sessions (20%). The instructor assesses each student’s understanding of automatic
control and robotics through oral questions and short practical tasks.

Minimum performance standard. Given a closed-loop block diagram, the student correctly identifies the
controller, the plant and the feedback path. Using a supplied response plot, the student determines at least
one time-domain or frequency-domain characteristic and explains what it indicates about system
performance.

e Team project and oral defence (40%). The assessment covers the team’s model, implementation and
documented results for a control system or robotic workstation. Each student’s contribution is assessed
individually during the oral defence.

Minimum performance standard. The team implements and tests a controller or a robot program for a
specified task in simulation or on laboratory equipment. It compares at least one measured or simulated
result with a stated requirement and determines whether that requirement has been met. During the
defence, each student explains their contribution, justifies one design or programming decision and
identifies one limitation of the solution.

AT Co-funded by the
PROJECT NO 2020-1-RO01-KA203-080375 * * Erasmus+ Programme
* &k

& of the European Union

Page 1 of 4
Created by COL (AF) Prof. Eng. Cristian-Emil MOLDOVEANU - EuCTSds project consortium,_ ___ 17 02 2022
ReVISEd DY IGILOD 3 04 06 2025
Revised by COL (AF) Prof. Eng. Cristian-Emil MOLDOVEANU - EuCTSds project consortium 1111 2026




European Security
and Defence College

Systems
Module Description

Erasmus+
Applied Automation of Engineering ;. i
pp 1ed utomation o nglneerlng g\‘\ F;:?g'r

o Sty 3 Implementation Group
ingl % | Doc.:.  EuCTSds/BE-02
| pate: 11112026
% § Origin: RO MTA

S

¢ Final individual test (40%). The test assesses mathematical models of linear control systems, stability,
controller design and robot programming concepts. The theoretical content may be delivered through e-
learning, with formative self-assessment after each lesson.

Minimum performance standard. Given a linear control-system model, the student correctly determines
whether the system is stable using a method covered in the module and interprets at least one feature of its
time-domain or frequency-domain response. Given a robotic task, the student explains how offline
programming or online control can be used to carry it out.

Module details

Main Topic

Recommended
WH

Details

Mathematical Models
Automation Systems

of

Creating linear models of control systems such as the
transfer-function model, frequency model, state-space
model, time and frequency characteristics, characteristics of
fundamental dynamic elements, and block diagrams. The
classes aim to model, design and simulate some control
systems in MATLAB software.

e Lecture (2h):

- The mathematical description, design, and analysis of
automation systems.

e Applications (4h):

- Designing and simulation of some control systems using
MATLAB sofiware with specialised toolboxes.

Design the Controller and
Synthesis of the Automation
Control Systems

The types, characteristics, and parameters of the classical
controllers. Ziegler-Nichols controller design method. Root
locus design method. The classes aim to model, design, and
simulate some control systems in MATLAB software.

e Lecture (2h):

- The design and synthesis issues of the controller in control
Systems.

e Applications (4h):

- The simulation and analysis of some control systems with
various controllers using MATLAB software.

Modelling, Control Design
and Experiment of 2 DOF/3
DOF Helicopter

Modelling, designing and testing helicopter models mounted
on a fixed base with two propellers driven by DC motors.
During the model movement, all rotation angles are
measured by high-resolution encoders. Laboratories are done
by using a graphical programming environment and real-
time embedded controllers.

e Lecture (2h):

- The modelling and design of control systems of the
helicopter model.

e Applications (4h):

- The laboratory research of the 2 DOF Helicopter model
with controller

- The laboratory research of the 3 DOF Helicopter model
with controller
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Modelling, designing, and implementing a state-feedback
control system that will balance the pendulum in the upright
vertical position to a commanded rotary arm angle.
Laboratories are done by using a graphical programming

Modelling, Control Design environment and real-time embedded controllers.

and Experiment of Inverted 6 e Lecture (2h):

Pendulum/ Rotary Double - The modelling and design of a state-feedback control
Inverted Pendulum system of the inverted pendulum.

e Applications (4h):
- The experimental research on the inverted pendulum.
- The experimental research on the rotary double inverted
pendulum.
Presentation of the construction of selected types of
manipulators, controllers, and control panels. Configuration
of the robot system. Presentation of the robot control
methodology.
6 e Lecture (2h):
- The design, model, and simulate robotic stations.
e Applications (4h):
- The experimental research on selected manipulators and
robot systems.
Overview of selected environments for offline programming
of robots. Acquainting the methodology of offline robot
programming. Configuration of the robot system in offline
mode. Programming the manipulator movement for a
selected task in a virtual environment. Conducting a
simulation and analysis of the implemented process.
6 o Lecture (2h):
- The overview of environments for robots offline
programming.
e Applications (4h):
- Programming the manipulator movement for an
appointed task in a virtual environment.
- The experimental research on selected manipulators.
Overview of selected online robot control systems.
Acquainting the methodology of online robot programming.
Configuration of the robot system in online mode.
Programming the manipulator movement for a selected task
in a real environment. Running a real robot and analysing the
process being carried out.
e Lecture (2h):
Selected online robot 6 - The overview of environments for robots online
control systems programming.
e Applications (4h):
- Programming the manipulator movement for a selected
task in a virtual environment.
- The experimental research on selected manipulators.

Introduction to
manipulators and robot
systems (construction and
control)

Environments for offline
programming of robots
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Additional hours (WH) to increase the learning outcomes
e Enhancing knowledge by studying specific documents.
Self-Studies and syndicate e Preparation for the group proqect.
work 42 e Teamwork for the group project.
e Those hours comprise students' work in laboratories and
exercises to improve skills and consolidate knowledge.
Total WH
List of Abbreviations:

CEFR Common European Framework of Reference for Languages
B1,B2 CEFR Levels
ECTS European Credit Transfer and Accumulation System
wH Working Hour
LoD Line of Development
MILOF Military Officer Profession
SQF Sectoral Qualifications Framework
STANAG Standardization Agreement
NATO North Atlantic Treaty Organization
bpc Direct Current
por Degree of Freedom
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Countries European Common Technical Semester for Common Module
LoD-13 Defence and Security Signal Processing
Service

Minimum Qualification of Instructors

Technical/ | e Officers or civilian Lecturers:
ALL

o English: Common European Framework of Reference for Languages (CEFR) Level B2 or
min. NATO STANAG 6001 Level 3.

o Teaching experience related to the topic

English o International experience

o Relevant academic publications.

Language

Prerequisites for international participants

. Goal of the Module
e English: Common European Framework of

Reference for Languages (CEFR) Level B1 Basic principles of signals & systems, as well as of
or NATO STANAG Level 2. signal processing.
e At least 1 year of national (military) higher Signals & systems and signal-processing techniques:
education. basic  techniques  of  time-/frequency-domain
e Basic knowledge of technical systems for processing.
security and defence Practical applications of radars, telecommunications,
e Security clearance: Unclassified image processing and pattern recognition.
information

e Master the different steps of sampling, digitalisation and reconstruction of signals.
Know- . . .. .
ledge e Explain how to synthesise an analogue/digital filter and to apply techniques for
2 denoising.
g e Perform spectral analysis, filtering of digital signals using analytical methods and
& numerical/simulation tools, calculate and analyse the spectrum and power/energy
3 Skills spectral density of a signal
Eﬂ e Implement a digital filter for a specified signal-processing task and evaluate its
g performance by comparing the input and output signals in the time or frequency
g domain.
- Respon- .. . .
et e Analyse the digital signal processing concepts and methods.
sibility and . . . ..
e Assess the digital filter with specific characteristics
autonomy

Verification of learning outcomes:

e Observation during sessions (20%). The instructor assesses each student’s understanding of signal
representation, sampling and spectral analysis through oral questions and short practical tasks.

Minimum performance standard. Given a signal spectrum, the student correctly identifies the dominant
frequency components. Given a sampling frequency and the highest frequency present in a band-limited
signal, the student determines whether aliasing is expected and explains the conclusion.

e Team project and oral defence (40%). The assessment covers the team’s implementation, analysis and
documentation of a signal-processing solution. Each student’s contribution is assessed individually during
the oral defence.

Minimum performance standard. The team implements a digital filter for a specified task, compares the
input and output spectra and verifies whether the filter meets at least one stated requirement. During the
defence, each student explains their contribution, justifies one design choice and identifies one limitation
of the solution.
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¢ Final individual test (40%). The test assesses the theoretical principles of sampling and reconstruction,
Fourier analysis and digital filtering. The theoretical content may be delivered through e-learning, with
formative self-assessment after each lesson.

Minimum performance standard. Given a short signal-processing problem, the student determines the
minimum sampling frequency for a specified bandwidth, interprets a discrete Fourier transform spectrum
and explains which frequency components a filter with a given response passes or attenuates.

Module details

Main Topic Recorilvnll_lended Details

Lectures (2h)
- Mathematical modeling of continuous and numerical
signals. Elementary signals. Representation of continuous
and numerical signals. Properties and characteristics.

6 Exercises/Labs (4h)

- Graphical representations. Operations with elementary
signals.

- Generation and visualization of periodic and non-periodic
signals using dedicated programming environments and
laboratory equipment. Teamwork for group project.
Lectures (2h)

- CTFT and Inverse CTFT, DTFT and Inverse DTFT, CTFT
and DTFT requirements and properties, common CTFT and
DTFT pairs, frequency response of LTI systems, filters.

Introduction to the study
of signals

Continuous-Time and
Discrete-Time Fourier
Transform (CTFT and Exercises/Labs (4h)

DTFT) - Computations of CTFT and DFTF. Applications of CTFT
and DTFT for spectral analysis of signals and systems

- LTI filters and applications. Teamwork for group project.
Lectures (2h)

- From DTFT to DFT, DFT and Inverse DFT, DITFT
requirements and properties, the FFT idea, FFT
Discrete Fourier implementations.

Transform (DFT) and Exercises/Labs (6h)

Fast Fourier Transform - Computations of DFT. Applications of DFT for spectral
(FFT) analysis of signals and systems.

- FFT decimation in time/frequency. FFT implementations.
Spectral leakage and windowing. FFT applications.
Teamwork for group project.

Lectures (2h)

- Shannon/Nyquist theory, signal sampling, sampling
theorem, signal reconstruction, aliasing phenomena and
anti-aliasing filters, practical sampling and reconstruction.

Sampling and Exercises/Labs (4h)
Reconstruction - Practical sampling and reconstruction. Anti-aliasing
filters. Teamwork for group project.
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Lectures (4h)

- ZT pairs, relation between ZT and DTFT, ZT of common DT
sequences, ZT requirements and properties, ZT applications,
Z-Transform (ZT) 10 digital filters and applications.

Exercises/Labs (6h)

- ZT applications. FIR/IIR digital filters. Teamwork for group
project.

Lectures (2h)

- Case studies of signal processing in civil and military
contexts. Specific applications. Integration of artificial
intelligence and Internet of Things in signal processing

Applications of  signal

processing Exercises/Labs (4h)

- Signal processing-based systems analysis. Simulation of
application systems encountered in real life. Teamwork for
group project.

Q
0ta 4 O

Additional hours (WH) to increase the learning outcomes

Enhancing knowledge by studying specific documents.
Preparation for the group project.

Teamwork for the group project.

Those hours comprise students' work in laboratories and
exercises to improve skills and consolidate knowledge.

Self-Studies and syndicate
work

42

Total WH

BIBLIOGRAPHY:

R. J. Marks II, Advanced Topics in Shannon Sampling and Interpolation Theory, Springer-Verlag, 1993.

Steven W. Smith, Digital Signal Processing [2nd Edition], 1999.

S. K. Mitra, Digital Signal Processing — A Computer Based Aproach [2nd Edition], McGraw Hill, 2001.

B. Girod, R. Rabenstein, and A. Stenger, Signals and Systems, Wiley, 2001.

T. S. ElAli, Discrete Systems and Digital Signal Processing with MATLAB, CRC Press, 2005.

A. Palamides and A. Veloni, Signals and Systems Laboratory with Matlab, CRC Press, 2011.

M. J. Roberts, Signals and Systems — Analysis Using Transform Methods and MATLAB [2nd Edition],

McGraw Hill, 2012.

e L. TanandJ. Jiang, Digital Signal Processing — Fundamentals and Applications [2nd Edition], Elsevier,
2013.

e O. Alkin, Signals and Systems — A Matlab Integrated Approach, CRC Press, 2014. [J L. F. Chaparro,
Signals and Systems Using Matlab [2nd Edition], Elsevier, 2015.

e Schaum’s Outline of Signals and Systems [3rd Edition], McGraw Hill, 2014.

e Schaum’s Outline of Digital Signal Processing [2nd Edition], McGraw Hill, 2011.

Schaum's Outlines of Theory and Problems of Signals and Systems [4th Edition], McGraw Hill, 2019

List of Abbreviations:

CEFR Common European Framework of Reference for Languages
B1,B2 CEFR Levels
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European Credit Transfer and Accumulation System

Working Hour

Line of Development

Military Officer Profession

Sectoral Qualifications Framework

ST AN AG Standardization Agreement
NATO North Atlantic Treaty Organization
CTfT.___ Continuous-Time Fourier Transform
psp Digital Signal Processing
DFT Discrete Fourier Transform
DT Discrete Time
DTFT Discrete-Time Fourier Transform
FFT Fast Fourier Transform
FIR Finite Impulse Response
IR Infinite Impulse Response
LT Linear Time-Invariant
ZT Z-Transform
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. Common Module

Countries | European Technical Semester for Defence Programming languages

LoD-13 and Security

Service Minimum Qualification of Instructors

Technical/ALL | o Officers or civilian Lecturers:

o English: Common European Framework of Reference for Languages (CEFR) Level
Language B2 or min. NATO STANAG 6001 Level 3.
English o Expertise in relevant topics.

o Relevant academic publications.

Prerequisites for international
participants

e English: Common European
Framework of Reference for Goal of the Module
Languages (CEFR) Level B1 or
NATO STANAG Level 2.

e Atleast 1 year of national
(military) higher education.

Discover and understand the C programming language

Concepts and constructions across programming languages (C,
C++, Python).

Computer-based problem-solving methods applied in defence
and security technology systems.

e At least a basic programming
course, preferably C/C++.

e Basic knowledge in technical
systems for security and defence

e Describe the basic concept of programming languages applied in defence and

Know- security technology applications.
2 ledge o Identify the main algorithms and programming language techniques used to solve
g the basic applications in defence and security technology systems.
(=] . . . . . .
8 e Design, implement and debug simple programs for modelling and simulation of
3 Skills basic defence and security phenomena.
g0 e Apply programming languages algorithms to solve basic defence and security
£ technology applications.
[ . .
e Responsibi e Analyse and check the correctness and quality of the algorithms and computer
. codes.
lityand = different ing 1 techniques to better sol licati
autonomy ompare different programming language techniques to better solve applications

in the defence and security technology field.

Verification of learning outcomes:

e  Observation during sessions (20%). The instructor assesses each student’s understanding of C++/Python
programming through oral questions, code walkthroughs and short laboratory tasks.

Minimum performance standard. Given a short C++/Python program that uses arrays and pointers, the
student correctly traces its execution for a specified input, identifies one error and explains how to correct it.

e Team project and oral defence (40%). The assessment covers the design, implementation and testing of
a program for a specified engineering problem. Each student’s contribution is assessed individually during
the oral defence.
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Minimum performance standard. The team delivers a working program that produces the expected results
for a typical input and a boundary case, and documents both tests. During the defence, each student
explains their contribution and justifies one programming choice by comparing it with an alternative,
using evidence from code review, testing or profiling.

e Final individual examination (40%). The examination assesses algorithm design, data structures,
pointers and memory management through code analysis and short programming tasks.

Minimum performance standard. Given a C++/Python code fragment that uses dynamic memory
allocation, the student identifies a memory-management error, proposes a valid correction and explains
why the corrected code handles memory correctly. For a specified task, the student selects a suitable data
structure and explains the choice.

Module details

Main Topic

Recom-
mended
WH

Details

Basics of the C programming
language

Lecture (2h) and Applications (6h):

- Data types and the concept of variables and declarations in C
programming.

- Types of operators: Arithmetic, Relational, Logical, Bitwise
Operators.

- Performing mathematical operations with arrays, vectors, and
matrices.

- Functions and libraries, including user-defined functions.

- The Linux operating system.

- Laboratory setup. Introduction to Makefile.

Pointers

Lecture (2h) and Applications (4h):
- Concept, pointer arithmetic.

- Pointers and arrays.

- Function pointers.

- Common mistakes.

Dynamic memory allocation

Lecture (2h) and Applications (4h):

- Dynamic memory allocation.

- Data structures (lists, stacks, graphs).

- Linear Data structures: Queue, Stack, Linked list.
- Non-Linear Data structures: Graph, Tree.

Character arrays

Lecture (2h) and Applications (4h):

- Character arrays in C.

- Review of functions for character arrays.

- Common mistakes with character array in C.
- Stack overflow attacks.

Code profiling

Lecture (2h) and Applications (4h):
- Big O notation and code profiling.

- Code profiling with Valgrind.

- Debugging pointers with Valgrind.
- Call Python code from C.

- DFT vs. FFT — code profiling.

C vs. C++ memory
management

Lecture (2h) and Applications (2h):

- Short introduction to C++ and OOP.

- The new and delete operators vs. malloc and free.
- Pointers and references.
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Lecture (2h) and Applications (4h):
Python memory management 6 - Introduction to Python.
- Garbage collection.

Total WH

Additional hours (WH) to increase the learning outcomes

Enhancing knowledge by studying specific documents.
Preparation for the group project.

Teamwork for the group project.

Those hours comprise the work of students in laboratories and
exercises to improve skills and consolidate knowledge.

Self-Studies and syndicate
work

42

Total WH

BIBLIOGRAPHY:

1. Zed. A. Shaw. Learn C the hard way. http://c.learncodethehardway.org/book/

Brian Kernighan, Dennis Ritchie. The C programming language. Prentice Hall, 1988,

3. Al Sweigart. Automate the boring stuff with Python. Practical programming for total beginners. No
starch press. Internet: https://automatetheboringstuff.com/#toc

4. Valgrind documentation. Internet: https://valgrind.org/docs/download docs.html

5. Course presentations.

List of Abbreviations:

CEFR Common European Framework of Reference for Languages
B, B CEFR Levels
ECTS European Credit Transfer and Accumulation System
W Working Hour
L0 Line of Development
MILOF Military Officer Profession
SOQF Sectoral Qualifications Framework
ST AN A G Standardization Agreement
NAT O North Atlantic Treaty Organization
D T Discrete Fourier Transform
FFT Fast Fourier Transform
OO Object-Oriented Programming
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Countries | Eyropean Technical Semester for Defence Computer Networks
LoD-13 and Security
Service Minimum Qualification of Instructors
Technical/ | e Officers or civilian Lecturers:
ALL o English: Common European Framework of Reference for Languages (CEFR) Level B2
or min. NATO STANAG 6001 Level 3.
Language | Teaching experience related to the topic
English o International experience.
o Relevant academic publications.
Prerequisites for international
participants
English: Common European
Framework  of  Reference for Goal of the Module
Languages (CEFR) Level B1 or NATO
STANAG Level 2. Computer network topologies, network architectures, digital
At least 1 year of national (military) data transfer, packets, protocols and network processes,
higher education. reference network models and hierarchical layers.
Basic knowledge of technical systems Basic network device configuration.
for security and defence
Security clearance: Unclassified
information

e Explain the structures and functions of computer communication components, the
Know- computer communicatign protocols, the role, interaction and operation of the
2 ledge components of communication systems.
g e Identify the security implications regarding planning, deployment and operation of
S network equipment and services.
2 e Use of tools for analysis and testing communication protocols.
.%” Skills e Design a connection diagram to connect and configure selected elements of the
£ computer network using appropriate methods, techniques and tools by the given
E specification.
Iﬁ?:}?zﬁzlbl Analyse the properties of network components and systems.
Estimate the need and goal of using computer networks in practical applications.
autonomy

Verification of learning outcomes:

e Observation during sessions (20%). The instructor assesses each student’s understanding of network
components, protocol layers and data exchange through oral questions and short laboratory tasks.

Minimum performance standard. Given a packet capture, the student correctly identifies the source and
destination IP addresses, distinguishes a TCP segment from a UDP datagram and explains the role of one
relevant header field.

e Team project and oral defence (40%). The assessment covers the team’s network diagram, configuration
and documented test results. Each student’s contribution is assessed individually during the oral defence.
Minimum performance standard. The team produces a connection diagram, configures a small network
according to a given specification and demonstrates end-to-end connectivity and the operation of one required
network service. During the defence, each student explains their contribution, justifies one configuration
choice and identifies one security implication of that choice.
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e Final individual test (40%). The test assesses network models, protocol functions, IP addressing,
switching, routing and basic network security. The theoretical content may be delivered through e-learning,
with formative self-assessment after each lesson.

Minimum performance standard. Given an IPv4 address and prefix length, the student correctly determines the
network address and usable host address range. Given a short network scenario, the student explains the roles of
the switch and router in forwarding traffic and identifies an appropriate security measure for a stated risk.

Module details

Recommended
WH

Main Topic Details

Lecture: 2 h.
Principles of open system network models - layers and
protocols. Network applications and services — dns, http

OSI Model for computer 10 (https), email, ssh, rdp.

networks. Application layer
Lab exercise (practice): 8 h.

Network components. Basic services. Addressing. Building
and testing a basic network topology. Encapsulation.
Lecture: 4 h.

Transport-layer services in computer networks.
Connectionless transport with UDP. Connection-oriented
transport with TCP. Header fields. Network congestion
control.

Transport layer 6

Lab exercise (practice): 2 h.

TCP segments and UDP datagrams inspection in a computer
network. Usage of simulation software and/or Wireshark.
Lecture: 4 h.

Logical addresses in computer networks. Internet Protocol
version 4 (IPv4). Header fields. IPv4 Addressing. Internet
Protocol version 6 (IPv6). Header fields. Static-routing

Network layer 10 configuration

Lab exercise (practice): 6 h.

Classful and classless IPv4 address space calculation. IPv4
and IPv6 packets inspection with simulation software and/or
Wireshark.

Lecture: 2 h.

Data-link layer protocols. Ethernet frame structure. MPLS
service. MAC addresses and switch CAM (MAC) tables.

Data-Link layer 4 Lab exercise (practice): 2 h.

LAN frames switching inspection with simulation software
and/or hardware devices.

Lecture: 2 h.

Computer network cabling and interface connectors — UTP;
STP (Foiled TP) with RJ-45; fiber-optics (SFP, GBIC, SC,
10 LC, MU). Wireless LAN standard (IEEE802.11). Cellular
layer internet access (HSPA, LTE).

Computer networks physical

Lab exercise (practice): 8 h.
Cabling a computer network. Building a small network.
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Computer network and services inspection with simulation
software or by means of hardware devices. Wi-Fi monitoring.

Theoretical test — 1 h.

Final Exam . Practical exam (group project) — 1 h.

Additional hours (WH) to increase the learning outcomes

Enhancing knowledge by studying specific documents.
Preparation for the group project.

Teamwork for the group project.

Those hours comprise students' work in laboratories and
exercises to improve skills and consolidate knowledge.

Self-Studies and syndicate
work

42

Total WH

BIBLIOGRAPHY:

1. William Stallings, “Data and Computer Communications, 8/E”, Prentice Hall, 2007
2. Andrew Tanenbaum, “Computer Networks, 5/E”, Prentice Hall, 2013
3. James F. Kurose, Keith W. Ross, ,,Computer Networking: A Top-Down Approach (7th Edition)”, 2017

List of Abbreviations:

CEFR Common European Framework of Reference for Languages
B, B CEFR Levels
ECTS European Credit Transfer and Accumulation System
W Working Hour
LoD Line of Development
MILOF Military Officer Profession
SO Sectoral Qualifications Framework
ST AN A G Standardization Agreement
NATO North Atlantic Treaty Organization
NATO North Atlantic Treaty Organization
CAM Content-Addressable Memory
DN S Domain Name System
GBIC Gigabit Interface Converter
H S P A High Speed Packet Access
H T P Hypertext Transfer Protocol
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| | Internet Protocol
IPv4 [ IPV6 Internet Protocol version 4 / version 6
AN Local Area Network
LT Long Term Evolution
M A Media Access Control
M P LS Multiprotocol Label Switching
O Open Systems Interconnection
R Remote Desktop Protocol
RIS Registered Jack 45
N U Small Form-factor Pluggable
SO H Secure Shell
N N Shielded Twisted Pair
TP Transmission Control Protocol
P Twisted Pair
U P User Datagram Protocol
U P Unshielded Twisted Pair
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Countries | Eyropean Technical Semester for Defence Common Module
LoD-13 and Security Microcontrollers
Service

Minimum Qualification of Instructors

Technical/ | e Officers or civilian Lecturers:
ALL

o English: Common European Framework of Reference for Languages (CEFR) Level B2 or
min. NATO STANAG 6001 Level 3.

o Teaching experience related to the topic

English o International experience.

o Relevant academic publications.

Language

Prerequisites for international participants

e English: Common European Framework of Goal of the Module
Reference for Languages (CEFR) Level Bl
or NATO STANAG Level 2.

e At least 1 year of national (military) higher

Basic concepts of architecture and operation of typical
microprocessors and microcontrollers.

Foundation for designing real world applications using

education. . .
. . microprocessors and microcontrollers.
e Basic knowledge of technical systems for , , S )
security and defence Pr'ogrammml;Ty and interfacing of microprocessors and
e Security clearance: Unclassified BRI
information

Know- e Describe the basic principles of Microcontroller based design and development
ledge e Explain the state-of-the-art interfacing technologies, their potential applications
g and their market views
3 e Design and build functional prototypes for real-world applications.
E Skills e Apply knowledge and demonstrate programming proficiency using the various
0 addressing modes and data transfer instructions of the target microprocessor and
E microcontroller.
E Respon- e Compare accepted standards and guidelines to select the appropriate
s P

sibility and Microprocessor and Microcontroller to meet specified performance requirements.

autonomy e Analyse assembly language programs; select appropriate assemble into machine a
cross assembler utility of a microprocessor and microcontroller.

Verification of learning outcomes:

e Observation during sessions (20%). The instructor assesses each student’s understanding of
microcontroller architecture, memory and peripherals through oral questions and short laboratory tasks.

Minimum performance standard. Given a register map and a short code fragment, the student correctly
identifies the registers used to configure a digital input or output and predicts the program’s behaviour for
a specified input.

e Team project and oral defence (40%). The assessment covers the team’s prototype, firmware and
documented test results. Each student’s contribution is assessed individually during the oral defence.

Minimum performance standard. The team demonstrates a functional microcontroller-based prototype
that acquires an input, transfers data through a specified interface and produces the required output. The
team documents at least one test against the functional specification. During the defence, each student
explains their contribution and justifies the choice of microcontroller or peripheral interface against a
stated requirement.
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e Final individual test (40%). The test assesses microcontroller architecture, memory organisation,
addressing modes, data transfer instructions and peripheral operation. The theoretical content may be
delivered through e-learning, with formative self-assessment after each lesson.

Minimum performance standard. Given a short AVR assembly-language routine, the student identifies the
addressing mode of a specified data transfer instruction, traces the transfer correctly and explains how a
timer or interrupt supports the operation described.

Module details

. . Recommended ’
Main Topic WH Details
Definitions and types of processors. Differences between
microprocessor and microcontroller. Construction and
. operation of the processor of 8-bit AVR microcontrollers.
Introduction to . . . .
. Main functional blocks and microprocessor registers.
microprocessors  and 6 . .
. Electrical parameters, power supply systems, generating the
microcontrollers. . . . o
clock signal and resetting the microprocessor. Characteristics
of the most popular microcontroller families.
(Lecturer 2, Applications 4h)
. Structure of a RAM and ROM memory cell. Memory map
L and organization of Flash, EEPROM and SRAM memory in
Organization of

AVR microcontrollers. Microcontroller programming
program and  data . .
languages. Program (runtime) environments. Program
memory, methods and .
of 6 structure and application software development cycle.

elements . .

. Programming methods, access and protection of Flash
microcontroller

rogramming memory contents. EEPROM memory support .
p (Lecturer 2, Applications 4h)
Construction of ports - basic input and output circuits of
. . microcontrollers. Port lines in input / output mode with

Basic mput-output . . . . .
circuits and the required properties. Dedicated registers for handling ports
) 6 and input-output lines. Interrupt sources, interrupt vector.
interrupt  system  of . . . .

. Interrupt service registers. Interrupt handling functions.
microcontrollers.

Examples of handling interrupts from a digital input.
(Lecturer 2, Applications 4h)

Operation of basic timer-counters. Clock signal sources for
counters. Configure the subsystem of counters / timers in
compare and capture mode. The use and program service of
timer-counters to generate pulses with a given time and

6 square waveforms with a given frequency, filling and shift.

Timer-counter systems

of microcontroller ; .
The use and program service of timer-counters to measure
the pulse duration, period and filling of a square wave, shift
between two waveforms.
(Lecturer 2, Applications 4h)
o . Construction of comparators, analog-to-digital (A / C) and
Specialized input- . .
outout  systems  of digital-to-analog (D / A) converters used in AVR
P Y microcontrollers. Review of registers for A/Cand D/ A
microcontrollers .
6 converters. Interrupts generated by these devices.
(analog comparators, A . . .
Programming of converters without and with the use of
/" C and C / A .
converters) IN{errupts.
) (Lecturer 2, Applications 4h)
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. Characteristics of USART, I2C (TWI) and SPI transmission
standards. Construction of USART, TWI and SPI controllers
in microcontrollers of the AVR family. Registers and
Built-in  drivers  for 6 program service of individual interfaces. Usage and handling
serial transmission of interrupts generated by USART, TWI and SPI controllers.
(Lecturer 2, Applications 4h)

The concept of a microprocessor system. Microprocessor
environment systems. Specialized circuits and input / output
devices. Program support for SD memory, matrix keyboard,
6 LED displays, character and graphic LCD displays and
electric motors. Examples of ready-made microprocessor

Organization of the
MICroprocessor system,
examples of ready-

nii?fi)rms hardware systems (e.g. Arduino) and SoC platforms (e.g. Raspberry Pi,
p ’ Banana Pi) .
(Lecturer 2, Applications 4h)
Total WH 14 28

Additional hours (WH) to increase the learning outcomes

Enhancing knowledge by studying specific documents.
Preparation for the group project.

Teamwork for the group project.

Those hours comprise students' work in laboratories and
exercises to improve skills and consolidate knowledge.

Self-Studies and

syndicate work 42

Total WH

CEFR Common European Framework of Reference for Languages
B, B CEFR Levels
ECTS European Credit Transfer and Accumulation System
WH Working Hour
LoD Line of Development
MILOF Military Officer Profession
SOF Sectoral Qualifications Framework
ST AN AG Standardization Agreement
NATO North Atlantic Treaty Organization
NATO North Atlantic Treaty Organization
ADC Analogue-to-Digital Converter
AVR AVR microcontroller architecture
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Digital-to-Analogue Converter

EEPROM__ Electrically Erasable Programmable Read-Only Memory
PC Inter-Integrated Circuit
LD Liquid-Crystal Display
LED Light-Emitting Diode
RAM Random-Access Memory
RO Read-Only Memory
S Secure Digital
SO System-on-Chip
SPI Serial Peripheral Interface
SRAM Static Random-Access Memory
1 Two-Wire Interface
USART . Universal Synchronous/Asynchronous Receiver/Transmitte
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Countries . Common Module
European Common Technical Semester for Mechanics and Materials

LoD-13 Defence and Security Science

Service Minimum Qualification of Instructors

Technical/ | e Officers or civilian Lecturers:
ALL

o English: Common European Framework of Reference for Languages (CEFR) Level B2 or
min. NATO STANAG 6001 Level 3.

o Teaching experience related to the topic

English o International experience.

o Relevant academic publications.

Language

Prerequisites for international participants

e English: Common European Framework of Goal of the Module
Reference for Languages (CEFR) Level Bl
or NATO STANAG Level 2. Basic principle of mechanics and materials Science.
e At least 1 year of national (military) higher Geometric properties of cross-sections, the stress-
education. strain relationship, the schematisation of real, physical
e Basic knowledge of technical systems for elements and the loads acting them.
security and defence Modelling tools for mechanics and materials science
e Security clearance: Unclassified
information

e Describe the basic concepts related to the mechanics of various systems, statically
determinate or indeterminate and the basic concepts related to the strength of
ITHC?W' materials: stresses, strains and their relation.
edge . . . . S
2 g e Identify the basic equations needed for a system to be in equilibrium and the
g determination of its stress diagrams.
5-:‘, e Compute the geometrical characteristics of a given cross-section, the axial stress,
° . shear stress and bending moment diagrams in a given system.
o8 Skills . : : ;
= e Apply the modelling tools to determine the axial stress, shear stress and bending
5 moment diagrams in a given system and to interpret the results.
- e Analyse and represent various systems of bodies having different supports and
.R.e.spon— being subjected to different types of actions.
sibility and . . . . . L
autonomy e Promoting logical, convergent and divergent reasoning, practical applicability and
evaluation in decision-making.

Verification of learning outcomes:

e Observation during sessions (20%). The instructor assesses each student’s understanding of equilibrium,
support conditions and internal forces through oral questions and short calculation tasks.
Minimum performance standard. Given a statically determinate beam and its loading, the student draws a
correct free-body diagram, identifies the support reactions and calculates them using the equilibrium equations.

e Team project and oral defence (40%). The assessment covers the team’s structural model, calculations
and interpretation of results. Each student’s contribution is assessed individually during the oral defence.
Minimum performance standard. The team models a specified structural system using the given
geometry, material properties, loads and support conditions. It produces and interprets the relevant
internal force and bending moment diagrams and checks at least one result against an independent hand
calculation. During the defence, each student explains their contribution and justifies one modelling
assumption about the loads or supports, indicating how it affects the results.
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¢ Final individual test (40%). The test assesses statics, cross-sectional properties and the relationships
between internal forces, stresses and strains. The theoretical content may be delivered through e-learning,
with formative self-assessment after each lesson.

Minimum performance standard. Given a beam, its loading and its cross-sectional geometry, the student
correctly constructs the shear force and bending moment diagrams and calculates the maximum bending
stress at a specified cross-section.

Module details

Recommended
WH

Main Topic Details

Lecturer (2h)
- the aim of the course, basic assumptions, and short
history.
- specific problems related to Mechanics and Strength of
Introduction to Mechanics Materials.
and Strength of Materials - classification of bodies.
Applications (4h):

- internal forces and external forces.

- stresses, strains, characteristic curves.

- mechanical properties of materials.

Lecturer (2h)

- static moments and moments of inertia and radii of

gyration.

- section modulus.
Geometric characteristics 6 - Variation of the moments of inertia when changing the
reference system. Main directions and moments of inertia
Applications (4h):

- computing the geometric characteristics for various cross-
section shapes.

Lecturer (4h)

- physical model vs. mathematical model.

- actions and reactions.
6 - supports convention.

Elements of Statics of

Systems Applications (2h):
- statically determinate/ indeterminate systems.
- diagrams.
Lecturer (4h)

Axial stress 6 - tensions, strains, displacements.

Applications (2h):
- calculus relations.
Lecturer (2h)
- shearing small section elements and the duality of
tangential stresses.
- simple bending, tensions, strains, displacements.
Shear stress and bending - calculus relations
moment Applications (4h):
- computations and representations of the axial force, shear
force and bending moment diagrams for various systems.
- computations and representations of the axial force, shear
force and bending moment diagrams for a truss.
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Applications (6h):

Schematisation of elements - schematisation of static determinate and indeterminate
and actions. Calculation of 6 systems of actions and supports.
reactions. - equilibrium equations and calculation of the reactions.

Applications (6h):

Modelling a  structural - defining material properties.

system and plotting internal 6 - choosing and defining section properties.

force and bending moment - choosing and modelling the right support conditions for a
diagrams system.

- obtaining and interpreting the stress diagrams.

Additional hours (WH) to increase the learning outcomes

e Enhancing knowledge by studying specific documents.
Self-Studies and syndicate e Preparation for the group proqect.
work 42 e Teamwork for the group project.
e Those hours comprise students' work in laboratories and
exercises to improve skills and consolidate knowledge
Total WH
List of Abbreviations:

CEFR ... Common European Framework of Reference for Languages
B1,B2. CEFR Levels
ECTS European Credit Transfer and Accumulation System
WH Working Hour
LoD Line of Development
MILOF Military Officer Profession
SQF Sectoral Qualifications Framework
STANAG Standardization Agreement
NATO North Atlantic Treaty Organization
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Countries European Common Technical Semester for Common Module
LoD-13 Defence and Security Flight Dynamics
Service

Minimum Qualification of Instructors

Technical/ | e Officers or civilian Lecturers:
ALL

o English: Common European Framework of Reference for Languages (CEFR) Level B2 or
min. NATO STANAG 6001 Level 3.

o Teaching experience related to the topic

English o International experience.

o Relevant academic publications.

Language

Prerequisites for international participants

. Goal of the Module
e English: Common European Framework of

Reference for Languages (CEFR) Level Bl CEESESVRSSG1) SRl SR L1l i 1S v Bl TGRS TG Rl o

or NATO STANAG Level 2. and flight dynamics: boundary layer, laminar and
e At least 1 year of national (military) higher turbulent flows, aerodynamic forces and moments,
education. exterior ballistics, 6-DOF trajectory
e Basic knowledge of technical systems for Practical application of fluid mechanics, aerodynamics
security and defence and flight dynamics using CFD tools and MATLAB
e Security clearance: Unclassified programming language.
information

e Describe the basic concept of fluid mechanics, acrodynamics and flight dynamics
used the in security and defence field.

I?:;;_ e Explain the basic fluid mechanics, aerodynamics and flight dynamics equations
and the main principles relevant to aerodynamic forces, moment and aerodynamic
g coefficients, 6-DOF trajectories.
?’, e C(Calculate the aerodynamic forces and moments, aerodynamic coefficients and 6-
‘g Skills DOF trajectories, based on CFD tools and MATLAB programming language
o0 e Design scenarios based on real applications and practical problems to underline
E how the topics treated in the course are used within engineering activity.
5 e Analyse the trends in development of the new technologies in the security and
- Respon- defence ar}d their ' potential 'future application, based on fluid mechanics,
sibility and aerodynamics and ﬂlght dynamics concepts. . . .
autonomy e Compare the numerical results of fluid mechanics, aerodynamics and flight

dynamics simulations with the real phenomenon from defence and security
technology field.

Verification of learning outcomes:

e Observation during sessions (20%). The instructor assesses each student’s understanding of fluid
mechanics, aerodynamics and flight dynamics through oral questions and short laboratory tasks.

Minimum performance standard. Given a set of pressure measurements from a Pitot tube, the student
correctly distinguishes static, dynamic and total pressure and uses the pressure difference to determine
flow speed under the stated assumptions.

e Team project and oral defence (40%). The assessment covers the team’s numerical model, simulation
results and comparison with reference data. Each student’s contribution is assessed individually during
the oral defence.

Minimum performance standard. The team uses computational fluid dynamics (CFD) or MATLAB to
analyse an aerodynamic or flight dynamics problem, documents the model assumptions and compares at
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least one numerical result with an analytical estimate, experimental measurement or supplied reference
value. During the defence, each student explains their contribution and identifies one modelling limitation
that affects the interpretation of the results.

¢ Final individual test (40%). The test assesses the principles of fluid flow, acrodynamic forces and
moments, and flight dynamics models. The theoretical content may be delivered through e-learning, with
formative self-assessment after each lesson.

Minimum performance standard. Given flight conditions, aerodynamic coefficients and reference
dimensions, the student correctly calculates one aerodynamic force and one aerodynamic moment, and
explains which aspects of motion a six-degree-of-freedom model represents.

Module details

Recommended
WH

Main Topic Details

Basic problem of fluid mechanics. Properties of fluids. Forces
acting in fluids. Methods of fluid motion analysis, local motion
of a fluid element. Basic equations of fluid mechanics (Lec:2h,

Basic Concepts and Laws of Lab:4h)

. . Applications:
Fluid Mechanics 6 ppucations: . .
- Determination of the pressure resistance coefficient of a

circular profile. Resistance of axisymmetric bodies
- Determination of the pressure coefficient and total drag
coefficient. Determination of differences
Dynamics of viscous fluids. Navier - Stokes equation. Boundary
layer. The similarity of flows. Friction and pressure resistance,
well-flown bodies. Resultant forces acting on the streamlined
body - coefficients of aerodynamic forces and moments
(Lec:2h, Lab:4h)
Applications:
1. Analytical solution of Navier - Stokes equations. Calculation
of flow parameters using the equation of motion for selected
specific flow cases.
2. First integrals of Euler's equation. Application of the
Bernoulli equation in calculating the flow parameters using
basic measuring instruments - Pitot tube and Ventouri tube.
Bernoulli's equation in pressure form - static, dynamic and total
pressure
- Reynolds-averaged Navier—Stokes (RANS) equations.
Turbulence modelling.
- Average Navier-Stokes equations. Turbulent stress tensor, the
so-called Reynolds. Application of turbulence models. An
introduction to computational fluid dynamics (CFD).
- Fluid Mechanics. Boundary layers. Stability, transition and
turbulence. Heat transfer.
(Lec:2h, Lab:4h)
Applications:
1. Experimental measurement of the boundary layer thickness
on a flat plate. Identification of laminar and turbulent
boundary layer regions.
2. Determination of the local and average frictional
coefficient over the flat plate. Calculation of the drag force.

Dynamics of viscous fluids.
Wave phenomena in the
dynamics of gases, the 6
influence of gas
compressibility

Turbulence modelling 6
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Basic concepts of exterior
ballistics and flight
dynamics. Basic definitions,
forces and moments

- Exterior ballistics. Drag force, spin damping moment, lift and
normal forces, overturning moment, Magnus force and moment.
Centre of pressure of the normal force and the magnus force.

- Exterior ballistics. Forces acting on the projectile. Standard
atmosphere. Stabilizing projectile during flight. Ballistic
coefficients. Projectile drop.

- Drag resistance. Transonic problem. Gyroscopic and Coriolis
drift, Magnus and Poisson effect. Empirical and Doppler
measurement methods.

(Lec:2h, Lab:4h)

Applications:

- Description of flying objects motion. Reference systems
applied in exterior ballistics.

Point  mass trajectory,
modified point mass
trajectory, 6-DOF trajectory

- Equations of motion. Constant Drag Coefficient, Drag
coefficient inversely proportional to Mach number, and to the
square root of Mach number. Change of independent variable
from time to distance. Numerical solution of the equations of
motions. Standard atmospheres for point-mass trajectories.
Initial conditions for 6-DOF trajectories and MPM trajectories.
Numerical solution for 6-DOF and MPM trajectories. Examples
of 6-DOF and MPM trajectories. Generalized Missile Equations
of Motion. Coordinate Systems. Rigid-Body Equations of
Motion.

(Lec:2h, Lab:4h)

Applications:

- Point mass trajectory, modified point mass trajectory, 6-DOF

trajectory

Aircraft performance

- Physical nature of drag and classical drag measurements.
Airflow regimes. Effect of projectile shape on drag, drag of
smooth spheres. Effect of yaw on drag and minimum drag
projectile shapes. Equations of motion. Firing uphill and
downbhill.

(Lec:2h, Lab:4h)

Applications:

- Measurement of aerodynamic forces and moments.

Basic Concepts of
Navigation and Dynamic of
guided missiles/aircraft

Total WH 14 28

Additional hours (WH) to increase the learning outcomes

System Design and Missile Mathematical Model. The Missile
Guidance System Model. Autopilots. Aerodynamics. Missile
Guidance Laws. Guidance Intercept Techniques. Missile
Equations of Motion. Fundamental Guidance Equations.
Proportional Navigation.

(Lec:2h, Lab:4h)

Self-Studies and syndicate
work

Total WH

Enhancing knowledge by studying specific documents.
Preparation for the group project.

Teamwork for the group project.

Those hours comprise students' work in laboratories and
exercises to improve skills and consolidate knowledge
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CEFR Common European Framework of Reference for Languages
B, B CEFR Levels
ECTS European Credit Transfer and Accumulation System
WH Working Hour
LoD Line of Development
MILOF Military Officer Profession
SO Sectoral Qualifications Framework
ST AN A G Standardization Agreement
NATO North Atlantic Treaty Organization
O-DOF Six Degrees of Freedom
CF D Computational Fluid Dynamics
1\ 1 4\ Modified Point Mass
RAN S Reynolds-Averaged Navier—Stokes
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Propulsion Systems
Module Description

Countries European Common Technical Semester for Common Module
LoD-13 Defence and Security Propulsion Systems
Service

Minimum Qualification of Instructors

Technical/ | e Officers or civilian Lecturers:
ALL

o English: Common European Framework of Reference for Languages (CEFR) Level B2 or
min. NATO STANAG 6001 Level 3.

o Teaching experience related to the topic

English o International experience.

o Relevant academic publications.

Language

Prerequisites for international participants

e English: Common European Framework of
Reference for Languages (CEFR) Level Bl Goal of the Module
or NATO STANAG Level 2.

. - . Basic concepts of propulsion systems for militar
e At least 1 year of national (military) higher b propu - > y

aircraft, gun design and interior ballistics.

o Eigf:tf;l (;wle dge of technical systems for Thermodynamic principl;s of gir—br\eathing propulsion
security and defence systems powered by fossil-derived fuels.

e Security clearance: Unclassified
information

e Describe the mechanical and thermodynamic principles of propulsion systems for

Know- mili.taljy aircraft, as well as the basic concept of the gun design and interior
ledge ballistics.
e Identify different types of engines and basic principles of ballistic systems design
g and the main factors affecting engine selection and ballistic systems design.
?’, e Design programs for modelling and simulation of propulsion systems for military
‘g Skills aircraft, as well as the interior ballistics of guns.
o0 e Apply mechanical and thermodynamic principles of propulsion systems to solve
E basic defence and security technology applications.
5 e Analyse the trends in development of the new technologies in the security and
- Respon- defence and thgir potgntial future application, based on principles of pro.pulsion
sibility and systems for. mlhtmy aircraft, as well as the basic concept of the gun design and
autonomy interior ballistics.

e Compare the numerical results of propulsion systems and interior ballistics
simulations with the real phenomenon from defence and security technology field.

Verification of learning outcomes:

e Observation during sessions (20%). The instructor assesses each student’s understanding of energy
balances, nozzle flow and aircraft engine operation through oral questions and short calculation tasks.

Minimum performance standard. Given a simplified aircraft engine diagram, the student identifies the
main components and explains their functions. Given a steady-flow nozzle example, the student applies
the energy balance under the stated assumptions and interprets the result.

e Team project and oral defence (40%). The assessment covers the team’s computational model,
simulation results and comparison with reference data for a specified aircraft propulsion or interior
ballistics problem. Each student’s contribution is assessed individually during the oral defence.
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Minimum performance standard. The team runs a working model in Mathcad or MATLAB, documents
the input data and assumptions, and compares at least one numerical result with an analytical estimate, an
experimental measurement or a supplied reference value. During the defence, each student explains their
contribution and identifies one modelling limitation that affects the interpretation of the result.

¢ Final individual test (40%). The test assesses thermodynamic principles, equations of state, nozzle flow,
aircraft engine types and the fundamentals of interior ballistics. The theoretical content may be delivered
through e-learning, with formative self-assessment after each lesson.

Minimum performance standard. Given a simplified nozzle-flow problem, the student correctly
determines whether the flow is choked under the stated conditions. Given a second short case on interior
ballistics, the student explains how gas expansion and energy losses affect the interpretation of the model

results.
Module details
. . Recommended .
Main Topic WH Details
Lecture (4h) and Applications (6h)
Energy balance and 10 Thermodynamic systems. The first law of thermodynamics.
equations of state Thermodynamic functions and potentials. Equation of state of
ideal gas. Equations of state of real gases.
Energy Conservation in Lecture (4h) and Applications (6h)
Nozzle Flow and Conditions 10 Nozzles. Mass and energy conservation equations. Conditions
for Choking for critical flow.
Basic construction of Lecture (2h) and Applications (8h)
. . 10 . : . o
aircraft engines Aircraft engine types and their applications
Lecture (2h) and Applications (4h)
- Types of ballistic systems.
Propulsion in ballistic - Types of propellants.
6 S .
systems - Ballistic characteristics.
- Experimental determination of impulse and covolume for a
small calibre propellant
Lecture (2h) and Applications (4h)
- General consideration regarding fundamental problem of
Modelling/simulation of interior ballistics.
fundamental problem of 6 - Energy losses.
interior ballistics for - Necessary equations for an interior ballistics model.
classical artillery systems - Solving the differential equations system in Mathcad/
MATLAB.
Total WH 14 28
Additional hours (WH) to increase the learning outcomes
¢ Enhancing knowledge by studying specific documents.
Self-Studies and syndicate e Preparation for the group proqect.
work 42 e Teamwork for the group project.
e Those hours comprise students' work in laboratories and
exercises to improve skills and consolidate knowledge.
Total WH
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List of Abbreviations:

CEFR Common European Framework of Reference for Languages
B, B CEFR Levels
ECTS European Credit Transfer and Accumulation System
WH Working Hour
LoD Line of Development
MILOF Military Officer Profession
SQF Sectoral Qualifications Framework
ST AN AG Standardization Agreement
NATO North Atlantic Treaty Organization
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Countries European Common Technical Semester for Common ‘Module .
Defence and Security Computer-Aided Desing
LoD-13 and Numerical Analysis
Service Minimum Qualification of Instructors
Technical/ | e Officers or civilian Lecturers:
ALL o English: Common European Framework of Reference for Languages (CEFR) Level B2 or
min. NATO STANAG 6001 Level 3.
Language

o Teaching experience related to the topic
English o International experience.
o Relevant academic publications.

Prerequisites for international participants Goal of the Module

e English: Common European Framework of Basic concepts of Computer-Aided Design (CAD) and
Reference for Languages (CEFR) Level Bl Computer-Aided Engineering (CAE) applied in
or NATO STANAG Level 2. defence and security technology systems.

o At least 1 year of national (military) higher Application of advanced 3D modelling techniques used
education. to define the geometry of objects described by free form

* Basic knowledge of technical systems for surfaces. Implementation of devices like 3D scanners
security and defence and CT in the designing process will be discussed.

* Security clearance: Unclassified Fundamentals of preparation of Finite Element Models,

information

the definition of boundary conditions and, where
applicable, initial conditions, interpretation of obtained
results of strength analysis will be discussed.

e Explain the designing process, feature-based modelling and Boolean operations,
free-form surface modelling techniques, fundamentals of technical drawings,

Know- application of reverse engineering,

ledge o Identify the methods used in Finite Element Analysis, strength analysis of
mechanical objects, multibody analysis, kinematic and dynamic motion studies,
parametric and topology optimisation.

e Design mechanical objects and mechanisms using the 3D CAD system/ assemblie.

Skills e Operate the 3D scanner, use the collected digital data from 3D measurements and
conduct engineering strength analysis.

e Assess whether a mechanism operates as intended by interpreting the results of a

Respon- motion study.

sibility and | e Compare the numerical results of obtained based on Computer-Aided Desing and

autonomy numerical analysis with the real phenomenon from defence and security technology

field.

Learning outcomes

Verification of learning outcomes:

e Observation during sessions (20%). The instructor assesses each student’s understanding of CAD
modelling and numerical analysis through oral questions and short practical tasks.

Minimum performance standard. Given a dimensioned drawing, the student creates a 3D CAD model
using appropriate geometric constraints and verifies that the model matches the specified dimensions.

e Team project and oral defence (40%). The assessment covers the team’s CAD model, numerical
analysis and interpretation of results. Each student’s contribution is assessed individually during the oral
defence.

Minimum performance standard. The team develops a CAD model of a component or mechanism and
performs either a finite element strength analysis or a motion study. It documents the relevant modelling
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assumptions and checks at least one result against a hand calculation, measured data or an expected range
of motion. During the defence, each student explains their contribution, justifies one modelling choice and
identifies one limitation that affects the interpretation of the results.

o Final individual test (40%). The test assesses feature-based modelling, reverse engineering, finite
element analysis and the interpretation of numerical results. The theoretical content may be delivered
through e-learning, with formative self-assessment after each lesson.

Minimum performance standard. Given a component under a specified load, the student identifies the
loads and supports to be represented in a finite element model, explains the effect of mesh refinement on
the results and interprets a supplied stress plot in relation to the stated design requirement.

Module details

Main Topic Recor:nVn;Iended Details
Characterisation of Computer Aided Design (CAD) systems,
classification, main functionalities and range of their
application. (Lec.: 2h; Applications.: 4h)
Application of feature based and Boolean algebra functions,
Characterisation of familiarisation with various commands used during 3D
Computer Aided Design modelling  process, application of geometrical and
(CAD) systems, 6 dimensional relations, creating of mechanical parts 3D
classification, main models with different geometrical features, definition of
functionalities and range assemblies 3D models, preparation of technical drawing
of their application based on 3D models.
Applications:
- Modeling of 3D parts and assemblies definition in CAD
SolidWorks system
- Advanced tools available in a 3D parts modelling process
Advanced methods of 3D design with the use of Reverse
Engineering (Lec.: 2h; Applications.: 4h)
Characterisation of various surface modelling techniques,
Advanced methods of 3D free-form design, application of 3D scanners and CT,
modeling process with the 6 functionalities  of  reverse  engineering  software,
use of Reverse Engineering characterisation of the geometrical quality control process.
Applications:
- Practical application of 3D scanner and reverse engineering
in a 3D modelling process
Characterisation of CAD tools dedicated to specific design
Characterisation of 235;11(;::333 s('Lec.. 2h; Applications.: 4h)
3::3;1::35:1 to sf)?c]i)ﬁc d;:i(;ll? 6 - Design process of weldmetal and sheetmetal objects in
applications SolidWorks CAD system
- How to design objects made from plastics? Design process
of mold tools
Characterisation of Computer Aided Engineering (CAE)
Characterisation of systems, classification, main functionalities and range of
Computer Aided 6 their application (Lec:2h, Ex:4h)
Engineering (CAE) Applications:
systems - Quick verification of engineering project correctness in

SolidWorks system (4h)
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Introduction to Finite Element Analysis, characterisation of
implicit and explicit solution procedures, definition of initial-
boundary condition, preparation of Finite Element models,

Introduction to  Finite 6 application of various FE elements, (Lec.: 2h; Applications.:
Element Analysis (FEA) 4h)
Applications:

- Introduction to Ansys Workbench, various approaches of
definition the FE models (4h)

Characterisation of mechanical strength analysis (under
quasi-static, dynamic loading conditions), thermal analysis,
introduction to optimisation (parametric and topology)
studies. (Lec.: 2h; Applications.: 4h)

Applications:

- Mechanical strength analysis in Ansys Workbench

- Introduction to parametric and topology mechanical
optimisation

Introduction to Multi Body Analysis (MBA), practical
application of CAE software in motion studies, Degrees of
Freedom definition in models, geometrical relations,

Application of  Finite
Element Analysis in 6
engineering practice

Rigid body motion analysis kinematic and dynamic analysis, parametric optimisation.
with the wuse of CAE 6 (Lec.: 2h; Applications.: 4h)
systems Applications:

- Introduction to rigid Multi Body Analysis (2h)
- Studies of mechanism correctness based on the results of
motion analysis (2h)

Additional hours (WH) to increase the learning outcomes

Enhancing knowledge by studying specific documents.
Preparation for the group project.

Teamwork for the group project.

Those hours comprise students' work in laboratories and
exercises to improve skills and consolidate knowledge

Self-Studies and syndicate
work

42

Total WH
CEFR oo Common European Framework of Reference for Languages
B1,B2 CEFR Levels
ECTS European Credit Transfer and Accumulation System
wH Working Hour
LoD Line of Development
MILOF Military Officer Profession
SOQF Sectoral Qualifications Framework
STANAG Standardization Agreement
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______________________________________________________________________________________ North Atlantic Treaty Organization
__________________________________________________________________________________________________________ Computer Aided Design
__________________________________________________________________________________________________ Computer Aided Engineering
CT Computer Tomography
RE Reverse Engineering
3D Three-Dimensional
FE._ Finite Element
FEA Finite Element Analysis
MBA Multibody Analysis
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Minimum Qualification of Instructors

Technical/ | e Officers or civilian Lecturers:
ALL

o English: Common European Framework of Reference for Languages (CEFR) Level B2 or
min. NATO STANAG 6001 Level 3.

o Teaching experience related to the topic

English o International experience.

o Relevant academic publications.

e Competence area - Communicator

Language

SQF . . i .
MILOF e Learning area - Influence operations; strategic communications and media
e Organisation level — common
Prerequisites for international participants Goal of the Module
e English: Common European Framework of Basic concepts of the communication theory,
Reference for Languages (CEFR) Level Bl challenges and threats in a cross-cultural environment.
or NATO STANAG Level 2. Theories of culture and communication that help
* Atleast | year of national (military) higher students/cadets to gain valuable skills for overcoming
education. obstacles in crisis situations in a cross-cultural
e Basic knowledge of technical systems for environment.
security and defence ‘ Linguistic competencies in host country language and
* Security clearance: Unclassified the ability to perceive the phenomena of the host
information

country culture and civilization from the cultural
diversity point of view .

e Describe the basic concepts related to intercultural and professional communication
used in the security and defence field.

e Identify the terminology that enables him/her to express opinions, present
arguments and give feedback on intercultural and professional communication
topics.

e Apply the intercultural communication notions and concepts in various professional
contexts.

Skills e Present and defend the findings of a short engineering case study in English,
distinguishing evidence from interpretation, citing the sources used and adapting
the message to a multinational audience.

e Argue the necessity of intercultural and professional communication support for
efficiently navigating various professional contexts within the engineering activity.

e Analyse the trends in the development of intercultural and professional
communication and their potential future impact.

Know-
ledge

Learning outcomes

Respon-
sibility and
autonomy

Verification of learning outcomes:

e Observation during sessions (20%). The instructor assesses each student’s ability to recognise
communication barriers, adapt to an intercultural setting and use basic expressions in the host country’s
language through role-plays and short practical tasks.

Minimum performance standard. In a simulated professional exchange, the student identifies one source
of misunderstanding, uses an appropriate clarification strategy and uses basic expressions in the host
country’s language to introduce themselves or make a simple request.
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e Team project and oral defence (40%). The assessment covers the team’s analysis of an intercultural
communication problem in a multinational engineering, military or academic setting. Each student’s
contribution is assessed individually during the oral defence.

Minimum performance standard. The team identifies at least one communication barrier in the case,
proposes a response suited to the audience and context, and supports its recommendation with evidence
from the case and at least one source. During the defence, each student explains their contribution in
English and responds to at least one question about the proposed response.

¢ Final individual test (40%). The test assesses intercultural communication concepts, verbal and non-
verbal behaviour, and conflict management. The theoretical content may be delivered through e-learning,
with formative self-assessment after each lesson.

e  Minimum performance standard. Given a short case involving a multinational team, the student identifies

a verbal or non-verbal barrier, explains how it contributed to a misunderstanding and justifies one action
to clarify the message or reduce the conflict.

Module details

Main Topic Recorilvnll_lended Details
Lecture (2h):
- The Global Perspective of Intercultural Communication
Foundations of Intercultural - Specifics of the Host Country Language and Culture
and Professional 8 Applications (6h): Communication Across Cultures
Communication - Obstacles of Perception; Obstacles in Verbal Processes;

Obstacles in Nonverbal Processes

- Host Country Language: Grammar and Vocabulary

Lecture (4h):

- Military Communication in Intercultural Contexts

- Cultural Awareness

- Host Country Language as a Tool

- Host Country Language Grammar and Vocabulary

Applications (6h):

- How Communication Reinforces Culture

- Communication as Resistance to the Dominant Cultural

System

- Host Country Language: Grammar and Vocabulary

Lecture (2h):

- Social and Cultural Identities. Personal Identity

- Identity, Stereotypes and Prejudices in the host country and

Abroad

Applications (6h):

Identity and Intercultural - Identity Development Issues in the Military. Managing
Communication Intercultural Conflict

- Gender Identity; Sexual Identity; Age Identity; Racial and

Ethnic Identities; Religious Identity; Class Identity; National

Identity; Regional Identity; Gender, Ethnicity, and Conflict in

Host Country Culture,
Military Communication, 10
Context and Power

the Army

- Host Country Language: Grammar and Vocabulary

Lecture (2h):

- Cultural Variations in Communication Style
Language, Globalization and 8 - The Power “Effects” of Labels

Nonverbal Codes - The Universality of Nonverbal Behaviour
- Nonverbal Military Communication
Applications (6h):
Page 2 of 3

Created by COL (AF) Prof. Eng. Cristian-Emil MOLDOVEANU - EuCTSds project consortium,_ ___ 17 02 2022
Revised by IGILODT3 04 06 2025
Revised by COL (AF) Prof. Eng. Cristian-Emil MOLDOVEANU - EuCTSds project consortium,______ . 11 11 2026

AT Co-funded by the
PROJECT NO 2020-1-RO01-KA203-080375 * * Erasmus+ Programme
* &k

& of the European Union




Erasmus+

- o) Semesty, R
. . & ’ﬂ»% Implementation Group
m . Intercultural ar.ld Spenﬂﬁc g\.ﬁ % | Dpoc.: EUCTSds/ IGom
European Security Communication = ‘.\@ 2 | Date: 11112026
and Defence College Module Description % & Origin: RO MTA

- Identity Development Issues in the Military. Managing
Intercultural Conflict

- Code Switching; Language Politics and Policies; Military
Terminology Challenges

- Host Country Language: Grammar and Vocabulary
Lecturer (4h):

- Strategies and Tactics for Dealing with Conflict

- Productive Versus Destructive Conflict. Competition
8 Versus Cooperation

Applications (4h):

- Final project defence.

Intercultural Relationships
and Conflict

Additional hours (WH) to increase the learning outcomes

Enhancing knowledge by studying specific documents.
Preparation for the group project.

Teamwork for the group project.

Those hours comprise students' work in laboratories and
exercises to improve skills and consolidate knowledge.

Self-Studies and syndicate
work

42

Total WH

CEFR oo Common European Framework of Reference for Languages
B1,B2 CEFR Levels
ECTS European Credit Transfer and Accumulation System
WH Working Hour
LoD Line of Development
MILOF Military Officer Profession
SQF Sectoral Qualifications Framework
ST AN AG Standardization Agreement
NATO North Atlantic Treaty Organization
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i Common Module
Countries European Common Technical Semester for A ..
Defence and Security Interdisciplinary Scientific

LoD-13 Project

Service Minimum Qualification of Instructors

Technical/ | e Officers or civilian Lecturers:
ALL

o English: Common European Framework of Reference for Languages (CEFR) Level B2 or
min. NATO STANAG 6001 Level 3.

o Teaching experience related to the topic

English o International experience.

o Relevant academic publications.

Language

Prerequisites for international participants Goal of the Module

e English: Common European Framework of Investigate a defined engineering problem in defence
Reference for Languages (CEFR) Level Bl or security using appropriate research methods and
or NATO STANAG Level 2. engineering tools.

* At least 1 year of national (military) higher Plan and carry out the project in a multinational,
education. interdisciplinary team, coordinating individual tasks

e Basic knowledge of technical systems for and meeting agreed deadlines.
securle and defence ) Communicate the project findings in English through

* Security clearance: Unclassified written reports and defend the conclusions in an oral
information

presentation.

e Explain how a research question, the choice of engineering methods and the
Know- quality of evidence determine what conclusions can be drawn.
ledge e Describe the stages of an interdisciplinary engineering project and explain how

roles, milestones and assessment criteria guide the work.

e Apply appropriate engineering methods and tools to investigate a defined problem

Skills and assess the results against agreed criteria.

e Present interim and final findings in written and spoken English and defend the
conclusions using evidence from the project.

e Manage assigned tasks independently, meet agreed deadlines and report progress

Learning outcomes

R n- h ) I :

ospo and difficulties to the scientific supervisor.
sibility and e e o L .
autonomy e Take responsibility for individual contributions to a multinational team, coordinate

work with colleagues and act on feedback from peers and the supervisor.

Verification of learning outcomes:

e Project process and interim reporting (20%). The supervisor assesses individual progress, teamwork
and responses to feedback using meeting records, interim presentations and a midterm report of
approximately 15 pages.

Minimum performance standard. The student documents an assigned task, presents evidence of progress
and identifies a difficulty or risk and the next action.

e Final team report (40%). The report sets out the problem, objectives, project plan, methods, options
considered, results, conclusions and supporting sources. Commercial and financial aspects are included
where relevant.

Minimum performance standard. The team justifies the selected approach, presents at least one
documented check against an agreed criterion and states one limitation affecting its conclusions. Each
student’s contribution is identifiable.
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¢ Final presentation and individual defence (40%). The team presents in English in a simulated review
board meeting. Up to 30 minutes are allocated to the presentation and up to 20 minutes to questions, with
a maximum of 50 minutes per team. Self-assessment and peer assessment inform the supervisor’s
judgement of individual contributions.

Minimum performance standard. Each student presents their own contribution, explains how it supports a
project finding and answers at least one question about the method, result or limitation.

Module details

. . Recommended .
Main Topic WH Details
. Define the problem, agree objectives and roles, and prepare a
Scope and planning 8 schedule with milestones.
Research and method 12 Review sources, compare approaches and agree the criteria
selection for assessing results.

Development and interim . . L .
review 24 Develop the solution and submit and present interim findings.
Testing and interpretation 24 (?he?ck' results against agreed criteria and document

limitations.

Final reporting and defence 16 gr(i(rjrilggaste the report, prepare the presentation and defend the

Additional hours (WH) to increase the learning outcomes

Enhancing knowledge by studying specific documents.
Preparation for the group project.

Teamwork for the group project.

Those hours comprise students' work in laboratories and
exercises to improve skills and consolidate knowledge.

Self-Studies and syndicate

work 84

Total WH

1. The aims of the Interdisciplinary Scientific Project

The aim of the interdisciplinary scientific project is to train students in teamwork and
emphasize realistic and real-life situations applied in defence and security technical systems, to
demonstrate the ability to use modern design tools and techniques, to demonstrate the ability to plan
and run a team-based project and to show the ability to communicate clearly in writing (through a
proper project report) as well as by other means.

The work has to be completed within the time schedule and to be presented at an assessment
meeting simulated as a board meeting. Great attention is paid to the ability to plan, delegate,
communicate and co-operate as a team towards a common objective. The cohesive process needs to
be organised so that the team members develop shared commitments and work collectively to achieve
objectives that are agreed.

2. Objectives of the Interdisciplinary Scientific Project

After completing the Interdisciplinary Scientific Project, the student should be able to:

- contribute actively as an individual in the group work.

- work alone, independent of the group, in context and co-operation with the team.

- understand the professional responsibilities of the member team in context with different task.
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3. Role of the project coordinator

Every student will have his/her project coordinator by an academic member of staff. The
scientific coordinator tutor will:

- make themselves available for regular meetings for the duration of the project.

- Organise scientific trip in industrial facilities, laboratory or military units.

- advise on the compilation of the project proposal forms.

- advise on the project’s aims, objectives and structure.

- give technical advice and support.

- arrange laboratory facilities, equipment, and space as required.

- procure any agreed material that is required.

- be involved with the interim and final assessments.

- advise on the format and contents of the written report.

4. Requirements of the student

- identify and distribute the project task among the team member, under the supervision of
the scientific coordinator.

- attend and keep near perfect time keeping out of respect for the team members.

- arrange to have regular meetings the scientific coordinator and with the team member.

- start working on the project straight away and work steadily, do not leave it to the last
minute.

- submit the interim assessment to the scientific coordinator by the due date.

- write the final written report.

- prepare for and attend the oral presentations.

5. Teamwork activity

The interdisciplinary scientific project requires to work in a team with other students from
different countries/institutions/specialisations. Once the student is assigned to the project and to a
team, considering the competences, knowledge and skills, a certain task will be distributes with the
project. Among the main responsibilities: work as individual or as a team, take minutes, prepare and
present intermediary reports, deal with unexpected problems, learn to communicate effectively within
the team, prepare reports and prepare and deliver presentations.

6. Intermediary reports

The students will meet your scientific coordinators at least once a week, for about 1 hour,
during which time you the student will be able to update on the progress of the work and receive
support and guidance on the functioning of the team and of the project.

At least once at 2 weeks, the team has to present the intermediary results in front of the
scientific coordinator and of the other teams. The student who will present the intermediary results has
to be choose by rotation.

Reports and presentations must not be viewed as competitive but a shared outcome where the
students and the project benefits from your involvement and participation. The format of the report
will be discussed with the scientific coordinator.

The midterm report should be of around 15 pages, including figures, tables and all sources and
citations. The presentation needs to provide all the information that the student knows about the
project, how he is tackling the problem. How the team is functioning to solve the problem, a summary
on what has been achieved to date and the plans for the following weeks. Each individual must
contribute.

7. Final report

The Final report must be substantial in that it must reflect the activities of the project team in
reaching their goals. It will have the same format of content as the midterm report but will require
fuller descriptions of the project, the research carried out, the solution to the problem (describing all
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the facets, options and why the selected option was chosen), the business case, the marketing, the
finance statement, how the team functioned, conclusions and all the necessary supporting
documentation in the appendices. A report of 30-100 pages, excluding appendices, would not be
unreasonable but this is only a guideline and depends on the project, its outcomes, and final
conclusions.

First has to be described the objective of the project. Remember it may be reviewed by a
variety of academics and industrialists who may not be familiar with the specifics of the project.
Revised and updated targets, the project plan, Gantt Chart, team members, the management structure
and organisation of the whole Project until the end. Remember to forecast clearly, what the team want
to achieve (and what not), how the objective will be achieved it and how the team finally was
organised. Present important achievements identified during the project.

8. The final presentation

In the last week of the activity the member team has to present the project, based on a Power
point presentation. Timeframe: 30 minutes is allocated for each team presentation, followed by a
question-and-answer session (around 20 min). The total time should not exceed 50 min for each team.
Everybody in the team must present their chosen part/contribution on preferably what he/she is in
charge of in the team.

With group projects each team depends on every member to contribute. Sometimes some
students will contribute little or nothing to the group’s effort. Therefore to ensure that all team
members are fully motivated, a Peer Assessment system will be used, which enables all team members
to grade the contribution of themselves and each team member. This means that each student can
influence the marks of the other member of the team.

List of Abbreviations:

CEFR Common European Framework of Reference for Languages
B, B CEFR Levels
ECTS European Credit Transfer and Accumulation System
W Working Hour
LoD Line of Development
MILOF Military Officer Profession
SO Sectoral Qualifications Framework
ST AN A G Standardization Agreement
NATO North Atlantic Treaty Organization
Page 4 of 4
Reviad by IOILOD 13 o T 00 0z

Revised by COL (AF) Prof. Eng. Cristian-Emil MOLDOVEANU - EuCTSds project consortium 1111 2026

AT Co-funded by the
PROJECT NO 2020-1-RO01-KA203-080375 * * Erasmus+ Programme
* &k

& of the European Union




	International_Semester_Module description
	MS01_CSDP_2026
	MS02. Integrated Weapon Systems_2026
	BE01. Applied informatics_2026
	BE02. Applied automations_2026
	EI01. Signal Processing 2026
	EI02. Programming Languages 2026
	EI03. Computer Networks 2026
	EI04. Microcontrollers_2026
	MA01. Mechanics and material 2026
	MA02. Dynamic of flight 2026
	MA03. Propulsion_systems_2026
	MA04. CAD&Numerical Analysis_2026
	ICom. Intercultural communication 2026
	Proj. Interdisciplinary_Scientific_Project_2026
	1. The aims of the Interdisciplinary Scientific Project
	2. Objectives of the Interdisciplinary Scientific Project
	3. Role of the project coordinator
	4. Requirements of the student
	5. Teamwork activity
	6. Intermediary reports
	7. Final report
	8. The final presentation


