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	Name of the BIP: AWS Cloud Essentials

	Organizer: 
Nikola Vaptsarov Naval Academy
	ECTS credits for participating students: 
3

	Online period: 
02 - 06 February 2026
	Onsite period: 
16 - 20 March 2026

	Academic coordinator: 
CAPT (N) Assoc. Prof. PhD Nikolay Velikov
Assistant Prof. Borislav Nikolov
	Administrative coordinator: 
erasmus@nvna.eu

	[bookmark: _GoBack]Academic requirements: 
3rd and 4th year of study with knowledge in computer networks, operating systems and computer virtualization
	Language requirement for students: English B2

	Nominations and number of students accepted: 
Up to 15. For nominating, please send your students information to erasmus@nvna.eu before January 15th 2026.

	Content of the onsite program: 
AWS Cloud Essentials is a fast-paced primer that explains why organizations move to the cloud and how Amazon Web Services delivers on that promise through its global Regions, secure shared-responsibility model, and pay-as-you-go pricing. You’ll explore the building blocks—EC2 compute, S3 storage, VPC networking, IAM security—then learn to monitor them with CloudWatch and CloudTrail while keeping costs in check with Budgets and the Pricing Calculator. Hands-on labs walk you through launching an EC2 instance, securing it with IAM, and interacting with S3 via the CLI, so you leave able to provision, secure, and decommission resources confidently. By the end, you’ll have the vocabulary, best practices, and practical skills to start deploying simple workloads in AWS or continue toward the Cloud Practitioner certification.
A one-day cultural program is planned.



	Module details

	Online period – 02 - 06 February 2026

	Main Topic
	Recommended WH
	Details

	AWS Foundations
	2
	· Why Cloud & why AWS
· AWS global infrastructure: Regions, Availability Zones, Edge; region selection criteria (latency, compliance, price)

	Compute Fundamentals
	10
	· EC2 basics: instance families, AMIs, key pairs, security groups
· Purchasing models: On-Demand, Reserved, Savings Plans, Spot
· Elastic Load Balancing (ALB/NLB) and Auto Scaling basics
· Containers overview (ECS/EKS/Fargate)
· Serverless overview (Lambda, event sources)

	Networking in AWS
	6
	· VPC, subnets, route tables, Internet/NAT Gateways
· Security Groups vs. Network ACLs
· Private connectivity: Site-to-Site VPN, AWS Direct Connect
· Edge services intro: CloudFront, Global Accelerator

	Storage Fundamentals
	4
	· S3: buckets, versioning, lifecycle policies, storage classes
· EBS volumes & snapshots; EFS basics

	Monitoring & Logging
	4
	· CloudWatch metrics, logs, alarms; basic dashboards
· CloudTrail trails, event history, auditing use cases

	Security, Identity & Compliance
	8
	· Shared Responsibility Model; root account lock-down & MFA
· IAM users, roles, policies; AWS Organizations & SCPs (intro)
· Data protection: KMS keys; encryption at rest/in transit
· Threat detection intro: WAF/Shield, GuardDuty

	Cost Management
	6
	· Free Tier and AWS Budgets (alerts); tagging for cost allocation
· Cost Explorer workflows
· AWS Pricing Calculator: simple web-app estimate

	On-site period – 16 - 20 March 2026

	Practice Tasks – CTF Challenges
	30
	· Launch & harden an EC2 web server behind an ALB with Auto Scaling
· Build a secure VPC (public/private subnets, NAT) and connect via VPN (demo)
· Create an S3 bucket with lifecycle/replication; serve static assets via CloudFront
· Configure CloudWatch alarms and inspect CloudTrail logs
· Set up IAM roles/policies and enable MFA
· Estimate costs with the Pricing Calculator and set AWS Budgets

	Total WH
	70
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