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Welcome & Introduction
Agenda:

ÅSpeaker introduction
ÅSitRepon drone warfare
ÅFuture trends & innovations in drone & counter-drone technology
ÅHow can we adapt our DOTMLPF to this new era?
ÅTraining the future generations
ÅDiscussion & Conclusions
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Speaker introduction
ÅGeert De Cubber

ÅMember of Royal Military Academy (RMA): University of Belgian Defence

ÅHead of Robotics & Autonomous Systems (RAS) unit: https://mecatron.rma.ac.be/

https://mecatron.rma.ac.be/
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Speaker introduction
ÅGeert De Cubber

ÅMember of Royal Military Academy (RMA): University of Belgian Defence

ÅHead of Robotics & Autonomous Systems (RAS) unit: https://mecatron.rma.ac.be/

ÅProject Coordinator of EU project COURAGEOUS: https://courageous-isf.eu/

https://mecatron.rma.ac.be/
https://courageous-isf.eu/
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SitRep on drone warfare

ÅNomenclature:
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SitRep on drone warfare
ÅDrones are formidable assets (for good, but also for bad causes)

ÅDrone technology is now widely available

ÅHowever, a single drone is capable of causing great harm

ÅWeaponisationof the systems (happening now in Ukraine) could aggravate this



8

SitRep on drone warfare: Nagorno-Karabakh
ÅAzerbaijan's effective use of Turkish 

Bayraktar TB2 drones and Israeli-made 
loitering munitions (Harop) was a game-
changer. These drones were pivotal in 
destroying Armenian tanks, artillery, and 
air defense systems

ÅThe conflict demonstrated how a 
technologically inferior force could gain 
superiority through strategic use of drones



9

SitRep on drone warfare: Nagorno-Karabakh
Strategic and Tactical Advantages:
ÅDrones provided Azerbaijan with superior 

surveillance, real-time intelligence, and the 
ability to conduct precision strikes, thereby 
altering the operational dynamics and 
leading to a swift victory.

ÅThe psychologicalimpact on Armenian 
forces, constantly under threat from 
unseen aerial strikes, played a significant 
role in the conflict's outcome
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SitRep on drone warfare: Ukraine
Widespread Use of Drones:
ÅUkraine: Leveraged a variety of drones, 

including commercial, DIY, and military-grade 
systems like the Turkish TB2 Bayraktar. These 
drones have been crucial in reconnaissance, 
targeting artillery, and direct strikes.

ÅRussia: Employed drones such as the Orion 
and Orlan-10 for surveillance and the Iranian 
Shahed-136 for loitering munitions and 
strategic strikes
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SitRep on drone warfare: Ukraine
Tactical Innovations:
ÅUkraine has been innovative with commercial 

and DIY drones, using FPV racing drones for 
kamikaze attacks and leveraging volunteer 
networks for rapid deployment and 
modification of these systems.

ÅBoth sides have engaged in rapid innovation 
cycles, with Russia quickly adapting Ukrainian 
tactics to maintain a competitive edge
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SitRep on drone warfare: Ukraine
Impact on the Battlefield:
ÅDrones have compressed the kill 

chain, enabling faster decision-making 
and more precise targeting.

ÅBoth sides have used drones to 
conduct deep strikes beyond the front 
lines, targeting critical infrastructure 
and disrupting supply chains
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SitRep on drone warfare: Ukraine
Countermeasures and Electronic Warfare:
ÅExtensive use of electronic warfare to 

jam drone signals and physical 
countermeasures like netting and 
drone-on-drone combat have been 
observed.

ÅBoth parties are developing and 
deploying counterdrone technologies, 
including software for tracking and 
targeting drone operators
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SitRep on drone warfare: Lessons learned
Accessibility and Affordability:
ÅCommercial and DIY drones have lowered the 

barrier to entry, allowing even smaller or less 
technologically advanced forces to deploy 
effective aerial capabilities.

ÅThe cost-effectiveness of commercial drones 
has enabled their widespread use, creating 
new tactical possibilities at a lower cost 
compared to traditional military systems
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SitRep on drone warfare: Lessons learned
Innovative Tactics and Rapid Adaptation:
ÅConflicts in Ukraine and Nagorno-Karabakh 

have shown that rapid innovation and 
adaptability are crucial. Both sides in Ukraine 
quickly adapted to each other's drone tactics, 
creating a dynamic battlefield environment.

ÅVolunteer and civilian contributions to drone 
warfare, especially in Ukraine, highlight the 
importance of non-state actors in modern 
conflicts
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SitRep on drone warfare: Lessons learned
CounterdroneStrategies:
ÅEffective counterdronemeasures, including 

electronic warfare and physical interception 
techniques, are vital. The ability to neutralize 
enemy drones can significantly alter the 
balance of power on the battlefield.

ÅDeveloping resilient and adaptive 
countermeasures is essential to maintaining 
operational effectiveness against a drone-
equipped adversary
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SitRep on drone warfare: Lessons learned
Strategic Implications:
ÅThe strategic use of drones for deep strikes and disruption of enemy logistics and 

infrastructure has been a key factor in modern conflicts
ÅDrones have reshaped traditional concepts of air superiority, allowing smaller 

nations to challenge more powerful adversaries effectively
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Future Trends and Innovations : Drones
Artificial Intelligence and Machine Learning 
Integration
ÅAutonomous Operations: Drones will increasingly 

leverage AI and ML for autonomous navigation, 
target identification, and decision-making, 
reducing the need for human operators, GNSS 
reception, and enabling more complex missions.

ÅSwarm Intelligence: AI will enable the coordination 
of drone swarms, where multiple drones operate 
as a cohesive unit to execute coordinated attacks, 
reconnaissance, and other missions



19

Future Trends and Innovations : Drones
Enhanced Surveillance and Reconnaissance 
Capabilities
ÅAdvanced Sensors: Future drones will be equipped 

with improved sensors, including hyperspectral 
and multispectral cameras, to enhance detection 
capabilities and gather more detailed intelligence.

ÅPersistent Surveillance: Development of high-
endurance drones capable of long-duration flights 
will provide continuous surveillance over extended 
periods, crucial for real-time intelligence
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Future Trends and Innovations : Drones
Miniaturization and Stealth Technologies
ÅMicro and Nano Drones: Smaller drones will 

be developed for covert operations, capable of 
infiltrating buildings, urban environments, and 
other restricted areas without detection

ÅLow Observable Technologies: Future drones 
will incorporate stealth technologies to reduce 
radar, thermal, and acoustic signatures, 
making them harder to detect and counter
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Future Trends and Innovations : Drones
Improved Payload Capabilities
ÅVersatile Payloads: Future military drones 

will carry a variety of payloads, from 
precision-guided munitions to electronic 
warfare modules, enhancing their 
versatility in different combat scenarios.

ÅModular Design: Modular drones will allow 
for quick changes in payloads based on 
mission requirements, increasing 
operational flexibility
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Future Trends and Innovations : Drones
Long-Range and High-Endurance Drones
ÅExtended Range: Development of 

drones with longer operational ranges 
to conduct deep strikes and extended 
reconnaissance missions far from the 
home base.

ÅSolar and Hybrid Power: Use of solar 
and hybrid propulsion systems to 
significantly extend flight times and 
reduce dependency on traditional fuel 
sources
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Future Trends and Innovations : Drones
Network-Centric Warfare
Å Integration with Military Networks: Future 

drones will be integral to network-centric 
warfare, sharing real-time data with other 
assets, enhancing situational awareness, 
and enabling coordinated multi-domain 
operations.

ÅCloud-Based Operations: Leveraging cloud 
computing to process vast amounts of data 
collected by drones, providing actionable 
intelligence faster and more efficiently
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Future Trends and Innovations : Drones
Human-Machine Teaming
ÅCollaborative Autonomy: Development of 

systems where drones and human 
operators work together seamlessly, with 
drones performing dangerous tasks while 
humans provide strategic oversight.

ÅEnhanced User Interfaces: Improved 
interfaces for drone operators, including 
augmented reality (AR) and virtual reality 
(VR), will provide better situational 
awareness and control
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Future Trends and Innovations : Drones
Training of drone 
operators

ÅHuman Performance 
modelling.

ÅStandardisedTest 
Methods

ÅTraining in simulation
ÅQuantitative 

performance 
evaluation




